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1. E{'2 21} VPN
1.1 2 &0l CHet Ol of

ITCRTKBOOK

B VPN(Virtual Private Network)
- HEEO| [iaA 2l EOoF FhH|

B Internal Network
= 7| LHEO|A OO & | E
= 2|AF LH2| OO 412 QUi +E2E HEo| AL 2[M(Leased Line) AHE
= 7t40[ 1 7k0ol Z4o| HHE
— ALY 2| M} H|==ot =52 7|2/ dE MS5te{H VPN ALE Sl Y=ot He
ekl |

VPNO| Al AtESH= ot =2 EZ0| = PPTR L2TF, IPSec, SSL 50| RUS.
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1.2 VPNOIl CHSt Ol ol

B VPN 0|2 At
= &9 S M E =L A M 0|8
= oM E 2| AF LS| MY EQF MEHE M2

100.100.100.1 200.20.200.1
oI}l l =
| el \

o | [ C,I-H . I__

VPN Z210|HE VPN | i
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=\ 1721602 17216.03 ‘
/ S 172150.4 ‘ I
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121 8-2 VPNE of2st oM 2] FH2
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252 - VPN MH AIAH] : 2ESF OIAEE 14
« VPN S2l0[0IE A|AH! : /=2 7

@® OpenVPN1} Easy-RSA 4 X|5}7|

(sudo) apt- get install openvpn easy-rsa

@ OpenVPN AMH 27 o 8517
" == oflMote] SAH(su" FE= 0|80l root Wt 2 BATH £ Y

gunzip - ¢ /usr/share/doc/openvpn/examples/sample-config-files/server.conf.gz

> /etc/openvpn/server.conf

root@ubuntu-14:/# gunzip -c fusr/share/docfopenvpn/examples/sample-config-files/
server.conf.gz > Jetc/openvpn/server.conf
root@ubuntu-14: /#

OF 8-5 A £F mY =A
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@ OpenVPN AMH 27 o 8517

= HIA E OfC|E £ '/etc/openvpn/serverconf'E €0 Lt B2 =M

HE AR

VPN HZ2Al &30l A28 RSA 7| 20|12
1024 HIEO|M 2048 HIEEZ =7

HI H

dh dh1024.pem

iTcC®

2 S

dh dh2048 pem

Si0[AES H EHE EXX|2 T

;push “redirect—gateway
def1 bypass—dhcp”

push ‘“redirect—gateway
def1 bypass—dhcp’

DNS Mt 2EH2IE DNS F4 ALE)

;push “dhcp—option DNS
208.67.222222"
;push “dhcp—option DNS
208.67.220.220"

push “dhcp—option DNS
8.888"
push “dhcp—option DNS
8.8.44"

VPN &&8t AFZXe| #EHE nobody2t
nogroupS2 Hiroot EStCZ VPNE A
g = a2 §)

;user nobody

:group nogroup

user nobody

group nogroup

Page 9
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L e
® {3l =9 4817
= '/etc/sysctl.conf’ Zf2 CtZaf 20| &7
HE A HE HE=
o2l 9= &2 #net.ipv4.ip_forward=1 netipv4.ip_forward=1
@ QUS7|EHCA)EX] B MH ASZA ’éﬁ*c*,3}7|
= CAS d-d3}t7| ?{5H Easy RSAS| AT EHES SASHY, 7| M= ?le CHEE
2| g

cp -r /usr/share/easy-rsa/ /etc/openvpn

mkdir /etc/openvpn/easy-rsa/keys

root@ubunktu- 14 /

’root@ubuntu'14 J# cp -r Jusr/share/easy-rsa/ [fetc/openvpn/
root@ubuntu-14:/# mkdir fetc/openvpn/easy-rsa/keys

root@ubuntu-14: /#

% 86 Easy-RSA A3ZE SALH 7| Mz 37H4Y
Page 10
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vars (fetcfopenvpn/feasy-rsa) - gedit

!_ P Open ~ ﬂ Save |g| & Undo

L vars X

# These are the default values for fields
# which will be placed in the certificate.
# Don't leave any of these fields blank.
export KEY_COUNTRY="KR"

export KEY_PROVINCE="Seoul"

export KEY_CITY="Seoul"

export KEY_ORG="HanbitMedia"

export KEY_EMAIL="wishfree@empas.com"
export KEY_OU="BookPublishing"

PlainText ~ Tab width:8 ~ Ln61, Col 29 INS

T2 8-7 71MMS it Mu oI
= 'Jetc/openvpn/easy-rsa/vars'Of| Al C1Z A0 AtEE 7|(Key) O| &2 HIE.

HE ARt HE T HEZ
7| 0|8 B export KEY_ NAME=EasyRSA’ | export KEY_NAME='server’

Page 11
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@ QAUZ7|EHCA)ZX] 3 MH AS M 43}
* QIS MOl ALBE Clmo- Bt 7|5 M
openssl dhparam - out /etc/openvpn/dh2048.pem 2048

root@ubuntu-14: /

root@ubuntu-14]/# openssl dhparam -out /etc/openvpn/dh2048.pem 2048

Generating DH parameters, 2048 bit long safe prime, generator 2

This is going to take a long time

............................................ FeossasnsssssansssassssFasssssannsnsss
T B e R e B i i i T e K W R e e T B R R e
i e e e e T RS i S R Faneminmas
..................... o T e o e e e s T e e R e e S e e

1E 8-8 Clmjoj-2at 7| 4

ITC®TKBOOK
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415 8-1 Open VPN 0|25t

® US7|E(CA)L| ASA ‘dg5t7]
= O|Z 7|2 CAE M/H5H7| {6l '/etc/openvpn/easy-rsa/' C|HEEZ| 2 O|&

cd /etc/openvpn/easy-rsa/

x root@ubuntu-14: fetcfopenvpnfeasy-rsa

root@ubuntu-14: /etc/openvpn/easy-rsa# ls

openssl-0.9.6.cnf wvars
openssl-0.9.8.cnf wvars~
openssl-1.0.0.cnf

keys
root@ubuntu-14: /etc/openvpn/easy-rsa#

121 8-9 /fetc/openvpn/easy-rsa/ CIEEZ| LI

ot C|H E2| £ '/etc/openvpn/easy-rsa/var' 2 A4 S|7| 2|l source

s S T
Y A

source ./vars

Page 13
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415 8-1 Open VPN 0| &6t
L
® QUS7|EHCA)Q| AF A & F517]
* ZA UASX| EE D[2| ddot 7] 4fE AASHe, S E 49 = U= ¢
S718= Bha.
/Clea n_a | | rootk@ubuntu-14: fetc/openvpn feasy-rsa

oot@ubuntu-14: fetcfopenvpnfeasy rsa# source ./fvars
. : you run . doing a rm -rf on fetc/openvpn/easy-rsa/
/build-ca kays

root@ubuntu-14: /etc/openvpn/easy-rsa# ./clean-all

routgubuntu~14:£etc£oEenvpnfeasy—rsa# . /build-ca
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few flelds but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [KR]:

State or Province Name (full name) [Seoul]:

| ocality Name (eg, city) [Seoul]:

Drganization Name (eg, company) [HanbitMedia]:

Drganizational Unit Name (eg, section) [BookPublishing]:

Common Name (eg, your name or your server's hostname) [HanbitMedia CA]:
Name [Server]:

Email Address [wishfree@empas.com]:

root@ubuntu-14: fetc/openvpn/easy-rsa#

2 8-10 QUSTIZHCA) 444
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415 8-1 Open VPN 0| &6t

® MY AS A} 7] 48

= A 2
/build-

=

S M= ‘build-key-server’ HHE E35) 3

key- server server

root@ubuntu-14: fetc/openvpn/easy-rsa

root@ubuntu-14: /etc/openvpn/easy-rsa# |. /build-key-server server
Generating a 2048 bit RSA private key
s

You are about to be asked to enter information that will be incorporated
into your certificate request.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [KR]:

State or Province Name (full name) [Seoul]:

Locality Name (eg, city) [Seoul]:

Organization Name (eg, company) [HanbitMedia]:

Organizational uUnit Name (eg, section) [BookPublishing]:

Common Name (eg, your name or your server's hostname) [server]:

What you are about to enter is what is called a Distinguished Name or a DN.

T 8-11 M QIE7| Md1/2

ITC®KBOOK
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415 8-1 Open VPN 0| &6t
® AMH ASALe} 7| 4d
= ‘Country Name'2 7|& 4t = &1, ‘challenge password'= Enter= H .
s Q1B MOl T[Tt A SHE SO R BT YE YB

root@ubuntu-14: fetcfopenvpnfeasy-rsa

Please enter the following 'extra' attributes
to be sent with your certificate request

R challenge password []:

An optional company name []:
Using configuration from fetc/openvpn/easy-rsa/openssl-1.0.0.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: "KR'
stateOrProvinceName :PRINTABLE: 'Seoul’

localityName :PRINTABLE: 'Seoul’
organizationName :PRINTABLE: 'HanbitMedia'
organizationalUnitName:PRINTABLE: 'BookPublishing’
commonName :PRINTABLE: 'server'

name :PRINTABLE: 'Server'
emailAddress :IASSTRING: 'wishfree@empas.com’

Certificate is to be certified until Jul 1 13:55:11 2026 GMT (3650 days)
5ign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

root@ubuntu-14: fetc/openvpn/easy-rsa#

T2 8-12 M 2157| Wd 2/2
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® MH

- WA

OI=A{Q} 7| MM
OIS 7]2te| QS A (crt mp)Qt 7|(key L) =2+QI

root@ubuntu-14: fetcfopenvpnfeasy-rsa/keys

root@ubuntu-14: /fetc/openvpn/easy-rsa/keys# 1s -al

total 56

drwx------ 2 root root 4096 73 3 22:55 .

drwxr-xr-x 3 root root 4096 7% 3 22:30 ..

-rw-r--r-- 1 root root 5637 7@ 3 22:55 01.penm
-rw-r--r-- 1 root root 1765 7% 3 22:31 ca.crt
=fW======= 1 root root 1768 ?% 3 22:31 ca.key
-rW-r--r-- 1 root root 137 78 3 22:55 index.txt
-rw-r--r-- 1 root root 21 7@ 3 22:55 index.txt.attr
-rw-r--r-- 1 root root @ 72 3 22:30 index.txt.old
-rw-r--r-- 1 root root 3 78 3 22:55 serial
-rw-r--r-- 1 root root 3 78 3 22:30 serial.old
-rw-r--r-- 1 root root 5637 7% 3 22:55 server.crt
-rW-r--r-- 1 root root 1882 7% 3 22:55 server.csr
“FW=-=====- 1 root root 1768 7@ 3 22:55 server.key
root@ubuntu-14: fetc/openvpn/easy-rsa/keys#

OF 8-13 AEE 2ISMet 7| =2l

IT C®2KBOOK
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@ OpenVPN AMH 41-595}7|

= O1=7| 20| Q1= M(ca.crt)@t AH QI

'/etc/openvpn’' S 2 E At

cp /etc/openvpn/easy-rsa/keys/ca.crt} /etc/openvpn
cp /etc/openvpn/easy-rsa/keys/server.crt /etc/openvpn

cp /etc/openvpn/easy-rsa/keys/server.key /etc/openvpn

; root@ubuntu-14: Jetc/openvpn

==

o

ITC®TKBOOK

XM (servercrt), A{H 7|(serverkey)E&

root@ubuntu-14: fetc/openvpn# 1s -al

total 56

drwxr-xr-x 3 root root 4096 7 4 07:49 .
drwxr-xr-x 143 root root 12288 7'23_ 3 18:18 ..
~W=C==r=-- 1 root root 1765 7% 4 07:49 ca.crt
-rW-T--r-- 1 root root 424 7¥ 3 22:17 dh2048.pen
drwxr-xr-x 3 root root 4096 7@ 3 22:30 easy-rsa
~-fW-r=-r-- 1 root root 10289 ?ﬂ 3 20:51 server.conf
~fW-r-=-r-- 1 root root 5637 7E 4 07:49 server.crt
W =eenee 1 root root 1768 7E 4 07:49 server.key
- TWXI-Xr-X 1 root root 1301 23 4 2014
root@ubuntu-14:/etc/openvpn#

2 8-14 2AIE QIEAet 7| Sl
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@ OpenVPN AMH 41-595}7|
service openvpn start

service openvpn statuss

root@ubuntu-14: fetcfopenvpn

* Starting virtual private network daemon(s)...
* Autostarting VPN 'server'

oot@ubuntu-14: /fetc/openvpn# service openvpn status|
* VPN 'server' is running

root@ubuntu-14: /etc/openvpn#

T 8-15 Openvpn AfH|AS| A=} 2 2101
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S20|UE QF AL} 7| ‘4/d3}7]
= '/etc/openvpn/easy-rsa’ C| & E 2| 0| A ‘build-key’
/build- key client01

rook@ubuntu-14: fetc/openvpn/easy-rsa

writing new private key to 'client®i.key'

into your certificate request.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [KR]:

State or Province Name (full name) [Seoul]:

Locality Name (eg, city) [Seoul]:

Organization Name (eg, company) [HanbitMedia]:
Organizational Unit Name (eg, section) [BookPublishing]:

You are about to be asked to enter information that will be incorporated

What you are about to enter is what is called a Distinguished Name or a DN.

o ~ =
HES Soff =

72 8-16 S2A0IRME IS U 7| 4

IT C®2KBOOK
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= 'Jetc/openvpn/easy-rsa/keys’ C|=H E 2|0 Al ‘client01'Q| 9IF A2t 7| =HOl

root@ubuntu-14: fetcfopenvpnfeasy-rsa/keys

root@ubuntu-14: /etc/openvpn/easy-rsa/keys# ls

01.pem |client@l.crt| index.txt.attr serial.old
02.pem |client®l.csr| index.txt.attr.old server.crt
ca.crt |client®1l.key| index.txt.old server.csr
ca.key 1index.tTxt serial server.key

root@ubuntu-14: fetc/openvpn/easy-rsa/keys#

02817 ANE S20RIE QISA & 7| 2
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&!/5 8-1 Open VPN 0| 36t

©® OpenVPN AHZHG}7|
= OpenVPN ZCI0|HEE CIRZE HHop MX|
https.//openvpn.net/ index.php/open-source/downloads.html

‘i) Downloads

&«  C #H -2,https:/fopenvpn,net/index.php/o;:en-sou?ce/doElmf}_ O E =

Overview Downloads

OpenVWPN 2.3.11-- released on 2016.05.10 {Chanoe Log)

Source Code
This release fixves two vulnerabiliies. a port-share bug with DoS potential and a buffer overflow by user supplied
Documentation data when using pam authenlication In addition a number of emall fixes and improvements are included. A full
-------- ISmmEsem=e st of changes is available bere
HOWTO
: If you find a bug n this release, please file a bug report to our T@c bug fracker In unc.erlain GasES Dlaase
Security Overview contact our developers first, sither using the openvpn devel mailinglist or the d

Exampies devel at irc freencde_net). For generic help take a look at our official documentation, y_’ﬂr,] M M
mahng list and user IRG channel (#openvpn at irc freenode net)

Graphical Liser
Maniais Source Tarball {gzip) openven-2.3.11.targz mﬁmﬂﬂ re
Ch = x
mgeLng Source Tarball (x2) openvpn-2.3.11.tar.xz el
Installation Notes Swgnature
Release Notes GOUPG
Source Zip cpenypn-2.3.11.zip
Miscellaneous Srature
Nor-Enghsh Installer (32-bit), Windows XP || £ install-2.3.11-1001- || SuPG
il Signatiies i686.0x8 Signature
Articles
i cpenven-install-2.3.11-1001- Goups
S Installer (64-bit), Windows XP || S8SmYR0-n i
= Installer (32-bit), Windows Vista || openvpn-install-2.3, 11-1601- GnuPG
Client and later 686 exe Swnature
Server
Books Installer (64-tit), Windows Vista || epenypn-install-2.3,11-1601- SmES
and later xB6 B4.exe Signature
Wikil Tracker
Fo =

LA N I S S N S )

12 8-18 OpenVPN 220|2E Ci2ZE H0[X]|

IT C&TKBOOK
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= OpenVPN A X| 42 (C:WProgram FileswOpenVPN#sample-config)Of| A
OpenVPN 220|AHEQ| AA A7 mUQl client.ovpn Lt = 'C:WProgram

Files#OpenVPNW#config'df| E AL

HE AR
M2l P AP

a0 o

HE

remote my-server-1 1194

Cte g2e

A X

= T o

= S

remote 192.168.0.200 1194

caca.crt
cert client.crt

key client.key

caca.crt
cert clientO1 .crt
key clientO1 .key

Page 23
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©® OpenVPN AHZHG}7|
= ca.crt, clientOl.crt, clientOl.key IS ZtZt CtS 2| AEN A EASIY =4,
/etc/openvpn/easy-rsa/keys/clientOl.crt
/etc/openvpn/easy-rsa/keys/client01.key
/etc/openvpn/ca.crt

===
BN
@uvl 0 « Local Disk (C) » ProgramFiles » OpendPW » config - |¢’ | | Search config 2 |
Organize = Include in liorary = Share with = hew folder Bz = [ ﬁ
« ¥ Favorites |: MName Datz modified Type Size
B Desktop |E Gl ca FAT/2006 304 PA Sacurty Certificate
8 Downloads i () client TAT/2016 922 PM CpenVPN Config ..
ZZ Dropbox Sl cliensll T/A7/2016 %03 PM Security Certificate
i Recent Places ,_ chentdll key TAT/AL6 %03 PM KEY File
= README TA7/2016 8:50 PM  Text Document
4 [ Libranes =P T I
p 5 ftems

T2 8-19 ‘CwProgram FileswOpenVPNWconfig' &0
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= | Z ot
a.=,810penVPNO @)
©® OpenVPN AHZHG}7|
N — | |_ SO Al SH
| ] —_ - (@] [e)
‘OpenVPN GUI'E 22| X} #oteZ Al
[GA OpenVPN Connection (dient) = @
C ot Cument State: Conrecied
onne
- Sury Jul 17 21:52:48 2016 Route addition viz IPAF] succeeded adaplive] -
Disconnect Sun Jul 17 21:52:46 2016 C\Windows Faystem 12%route eee ADD 0.0.0.0 MASK 128.0.00 10805
Show Statiis Sun Jul 17 21:52:46 2016 ROUTE: CreatelpFonvard Entry succeedead with dwForwardMetic 1=20 and dwFo
Sun Jul 17 21:52.46 2016 Route addition vie IPAF| succeeded jadaptive]
View Log Sun Jul 17 271:52:46 2016 C:Y\Windows Weystem 32 ¥route.exe ADD 123.0.0.0 MASK 128.0.00 10.8.05
; Sun Jul 17 21:52:48 2016 ROUTE: CreatelpFonward Entry succeadad with dwForwardMetric 1=20 and dwFo
Edit Config Sun dul 17 21:52.45 2016 Route addition via IPAF] sucseeded [adaptive]
Change Password Sun Jul 17 21:52:46 2016 MANAGEMENT: =STATE: 1465759956 ALD_ROUTES.,
Sun Jul 17 21:52:45 2016 C:¥Windows Weystem32Wroute exe ADD 10.8.0.1 MASK 255.255.255.255 10 £
Settings... Sun Jul 17 21:52:48 2016 ROUTE: CreatelpFonward Entry succesdead with dwForward Metric:1=20 and dwFo
: F Suni Jul 17 21:52:46 2016 Route addition viz IFAF] succeedad adaplive] st
| Exit \E Sun Jul 17 271.52:48 2016 Initialization Sequence Completed 3
- (] Sun Jul 17 21:52:46 2016 MANAGEMENT: =STATE: 1468759966 CONNECTED SUCCESS 108061921
Customize... 4| n 4 ¥

EN PN m; 33 47 i 048PM fecomned,
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OpenVPN € Z5}7|

ITC®TKBOOK

" SCHO[AELQr MHO| 44 MZ=2 A HO|A7F i 52, IP7F 2 E.

root@ubuntu-14: /home/wishfree
tune Link encap:UNSPEC HWaddr 06-00-00-60-00-00-00-00-00-00-00-00-00-00-60

-00

inet addr:10.8.0.1 | P-t-P:10.8.0.2 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1580 Metric:1
RX packets:40 errors:® dropped:0 overruns:®@ frame:0

TX packets:0 errors:® dropped:® overruns:® carrier:0
collisions:® txqueuelen:100

RX bytes:2500 (2.5 KB) TX bytes:® (0.0 B)

root@ubuntu-14: /home /wishfree# l

% 8-21 OpenVPN At QIE{m|0]A 201

e

BN Administrator: Command Prompt

C:WMlsersidmninistrator>ipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection 3:

Connection—specific DNS Suffix
Link-local IPv6 Address . . . . .
IPvd Address. « = = = = « = =
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

feB8B::zcc?d:chec:hf%e:eh2hx28
18.8.8.6
255.255.255.252

[Ethernet adapter Local Area Connection 2:

Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix &

[Ethernet adapter Local Area Connection:

Connection—specific DHNS Suffix

Link-local IPvb Address . . . . . feBB::782f:54f9:6253:8h81x11

IPv4 Addross. = « « = = = = = = = 192.168.8.180
Subnet Mask . - . . - . . - . . . 255.255.255.8
Default Gateway . . . . . .« . . . 192.168.68.1

C:ilserstfidministrator?

m

T2 8-22 OpenVPN Z20[HE QIE[H|0|A 221
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IT C®2KBOOK
415 8-1 Open VPN 0| &6t
OpenVPN € Z5}7|
= Wireshark2 A#st0] & A|AE 7to| TjZlS 2ol
ping 10.8.0.1 -t
' M Wireshark - Packet 84 . wireshark_pcapng_79C06B5E-57D5-46A1-0F84-BASFO1FCIEAS_20160717215953 203256 (=&

> Frame 84: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits) on interface @

[ Ethernet II, Src: Vmware f3:d4:93 (@8:8c:29:f3:d4:93), Dst: Vmware 44:2c:ea (00:8c:29:44:0c:ea)
» Internet Protocol Version 4, Src: 192.168.0.108, Dst: 192.168.0.200

b User Datagram Protocol, Src Port: 64094 (640894), Dst Port: 1154 (1194)

> OpenVPN Protocol

@8 @c 29 44 2c ea @0 @c 29 f3 d4 93 @8 €@ 45 ee S0 b PR W E.
98 81 32 de 40 OO0 80 11 ©0 90 c® aB @@ 64 cO aB e, a..uda.
@0 c8 fa 5¢ 84 aa @@ 6d 82 fb 30 38 4a 8= @87 5b ...*...m ..88]..[
93 b7 cb 29 1f 8a bl 32 6f fa 4b 7b 4c bd 35 aa v Yeu 2o KL S
16 82 2c al &9 28 d9 9c 85 61 b® 2c 3a 1d 8b 9a S - o S
71 fc e® 67 a5 ea 39 bl 33 17 5d 68 @c 93 6b 87 g..g--3. 3.]h..k.
ea €7 15 @c Be 28 93 98 16 d5 3@ b& @f ca 5f 38 EETE pomnp . e
83 9a 85 4T a8 97 72 48 3d 45 89 44 5T 51 c3 e5 eas0..rH =E.D Q..
98 e6 6c e3 20 44 @e d5 4b 95 c3 be b7 b3 dc iode D Basinans

No.: 84 « Time: 75.209189 - Source: 192,168.0.100 » Destination: 192.168.0.200 * Protocol: Open VPN - Length: 143 - Info: MessageType: P_DATA_ V1

Cose |[ rep |

18 8-23 OpenVPN 1zl &0l
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MBS - SSH EfL2 Z2l0[o1E AR §IES 7
- SSH EI2 At AIASY : Q& HIASEL 14
« T T2728 - PuTTY, ssh

@ SSH AMX|3}7]
= A EY| SSH A X|

(sudo) apt- get install openssh- server

= /usr/sbin/sshd =TZ M|A 7} =2OIE|H SSHD MH|AZF AX|
(sudo) ps - ef | grep sshd

=l 7S

— A

wishfree@ubuntu-14: ~

wishfree@ubuntu-14:~$ ps -ef | grep sshd

root 2613 1 © 16:35 7 00:00:00 fusr/sbin/sshd -D
root 2827 2613 © 16:40 ? 00:00:00 sshd: root@pts/e
wishfree 3174 20668 © 16:59 pts/1 00:00:00 grep --color=auto sshd
wishfree@ubuntu-14:~§

2! 8-24 ssh MH|A St0
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@ SSH AX|s5}7|
= root MO 2 219010| ZQst AL /etc/ssh/sshd-config It 9|
'PermitRootLogin’ 4f=

4f2 ‘without-password' 0| A 'yes'=2 Hi&
(sudo) vi /etc/ssh/sshd- config

root@ubuntu-14: fetc/ssh

# Authentication:

LoginGraceTime 120
PermitRootLogin| yes
StrictModes yes

12! 8-25 ssh AH $HA

[S -}

= 478= OFX[EH ssh MH|AE THA|E
(sudo) /etc/init.d/ssh restart

ITC®TKBOOK
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@ SSH AMX|3}7]

" J=® 20|

ﬁ PuTTY Configuration
Category:

- Logging
= Teminal
i Keyboard
- Bell
- Features
=~ Window
(- Bppearance
. Behaviour
- Transiation
- Selection
- Colowurs
- Curnechon
i Data
Telnet

-~ Rlogin
= SSH

Session -

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port

=

| 192.168.0.200 2

Connaction type

“Raw (7) Telnet ) Rlogin (@ SSH

Load. save or delete a stored session

Saved Sessions

" Senal

Default Settings | Load |

| Delete |

Close window on axt
) Mways ) Newer

@ Only on clean exit

AEO|A PUTTYZ HHSHY AMH[A

£%f of

o
ro

ITC®TKBOOK

13 8-26 SSH AH|A2] Fet 2= 0iF =il

|§ raot@ubuntu-14: ~

o e
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1. E{'2 21} VPN
&5 8-2 SSH HEd o]

@ SSHE 0| 8%t =
= 22 FA0|A 5000 ZEZ

HENTE=

=k

ITC®KBOOK

ﬁ PuTTY Configuration
ot

Features
= Window
| Appearance
.- Behaviour
- Translation
- Selection
. - Colours
(=) Connection
.- Dala

m

- Bel 2]

Options controling SSH port forwarding

Port forwarding
[ Local ports accept connections from other hosts

[~ Remote ports do the same (SSH-2 ordy)
Forwarded ports: oy

55000

Destination localhost
) Local ") Remate @ Dynamic
@ Auto 7 IPvd &) IPvE

[ Open || Canca

BR PuTTY Configuration

Category:
Logging
= Temminal
Keyboard
L Bal

! Festures
= Window
i Appearance
Behaviour
= Translation
Selection
Colours
=+ Connection
Data
- Prooey
Telnet
Rlogin
= 55H
Senal

Basic options for your PuTTY session

Specify the destination you want to connedt to
Host Name (or IP address) Port
192.168.0.200 22

Connection type:
©)Raw ) Telnet ) Rlogin @ SSH

 Segal

Load, save or delete a stored session

Default Settings

Close window on exdt:
@) Aways () Never

@ Only on clean et

Load

L= |l

Cancel |

13 8-27 SSH E{d3 Y
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@ SSHE o|8¢t B2 24d5/|

=
= PUTTYZ 0|83} SSH E{d 2l &g 249

-

B Administrator: Command Prompt |?\| = 2=
ICP A.8.9.8:9524 :a LISTENING -
ICP B.0.8.P:49879 :@ LISTENING
TCP 127.8.08.1:5600 :@ LISTENING
ICP 192.168.0.180:139 H5) LISTENING
ICF 192.168.0.1068:4188 -8.2 ESTABLISHED I
ICP 192.168.8.188:4189 172 SYN_SENT
ICP [=:=1:81 LISTENING

17 8-28 SSH E{E2! MM 20l
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® E‘I'é%% 0| 8ol & MEsH
A AAZZ A [Tools(Z=T)]-[Internet Option(QIE{ Ll 2 M)]-

[Connections(_?g)] B MEH = ‘Local Area Network(LAN) settings’ &= 9|
<LAN settings> HE &l

=

| [ Oiptions e |_ 2|
| General | searity | Privacy | Content| Conrectons |programs I Advanced

l‘_@ To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtua Private Network settings —

&3 Bioadband Connection {default) Add...

Add YPM...

Remove, ..
Choose Settings if you need to configure a proxy Setiings
server for a connection.

(7) Mever did a connection
(@) Dial whenzver a network connection is not present
() Always dial my default connection
Currant Broadband Cennection Set default

Local Area Metwork (LAN) s=ttngs

LAN Settings do not apply to dial-up connections,

Choosa Sattings above for dial4p settings

J2 8-29 M &Y
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® EEYS 0|80l & A{&ol7|
= Proxy AH| AtE&S MEISH 5[, <Advanced> HHE =&
= Socks 2}919| Proxy address to use &=0 localhost, Port 2t=0 500

Proxy Settings |
Servers
| = Type Froxy address to use Part
SE]
Local Area Network (LAN) Settings | 2| HTTP:
Automatic configuration Secure:

Automatic configuration may override manual settings. To ensure the
use of manual settings, dizable automatic configuration, FTP:

[ Automatically detect settings I Socks: localhost + 5000 I
|:| Use automatic configuration script -
1 | Use the same proxy server for all protocols

Address
Proxy server Exceptiors
il Use a proxy server for your LAN (These settings will not apply to B . Donotuse proxy server for addresses beginning with:

dial-up or VPN connections). (4 §_|

[] Bypass proxy server for local addresses : .

Use semicolons [ ; ) to separate entries,
[ Ok ] | Cancel l [ 0K ] I Cancel

O% 8-30 ZEA| &
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 WiresharkS 4134510 2 AT A OfH T4300| S2t0| =0 A A E|=X| 2Ol

M *Local Ar=a Connection == =

Flig Edit Wiew

d Er=] T Wirzlesr - Toolr  Help
dnge TapEaaan
A [ Apoy a declay filer ... <Ctr-/> E3 -] epression.. | +
No. Time Source Desiination Protocol  L=gth Info =]
92 6.8913495 182.168 . 8. 188 192.168.8.298 55H 586 Client: Encr‘ypted packe.
93 6.8%170a 192.168.08. 1896 192,168 . 8. 288 S5H 566 Clientz Encrypted packe.. 1
94 6.891753 192, 168.8. 288 192,168 .0, 186 TR 69 22 » 4258 [ACK] Seg=348..
95 6.891928 192,168 .8, 186 192.168.6.2680 55H 566 Clients Encrypted packe..
95 5.892151 1921658 .8. 1868 192_168.68.208 SSH 566 Client: EﬁEl']rptE'l'J packe..
97 5.892208 192,168 .9.208 192.168.9.190 TCR B9 21 2 4258 [ACK] Seg=348.
08 6.892351 192,168 .8.198 192.1658.8.206 55H 56k Client: Encrypted packe..
181 6.852871 152.158.0. 190 192.158.68.208 55H 566 Client: Encrypted packe..
1687 6.095676 192,168 . 8. 188 192.168.8.260 55H 566 Client: Encrypted packe..
188 6_895941 192158 8. 286 192 168 8188 S8H 1514 Server: Encrypted packe.. _

y

(0 7 wreshark_poapng_7SCOBESE-STD 5 FUlFE‘iEhﬂ_EﬂlﬁDm‘_-HS[)ﬁ_aD-H]i Packet=: 133 - Displayed: 153 (1[)3.'!%)” Profile; Default

% 8-32 SSH B2 mizl X
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otJ|

B3 &Ef O|slst|
A netstat O 2

" SC0|QE

netstat —an

B Administrator: Command Prampt

IGCFE
TCF
TCP
TCE
TGP
TCF
TCP
TGFE
TGP
TCF

% 8-33 Z2|0|HE|M netstatE &

[:
oy
3 e

N N
T T TR TR TR TR T

=11:=

=11z
= 2

w s

=11=
= o

i
Ho B

5888
LBaa
LAAR
5888
HBaa
Sea8
S@an
>688
Sead
LRAA

[ e e T B B T B

2:11:
L= 1 [
i 1
2:11:
e B
HH i
ek B3 1
=5 e e
Hi B
B |

4414
4415
4416
4417
4418
4419
4428
4421
4422
4423

ESTABLISHED
ESTAELISHED
ESTARLISHED
ESTABLISHED
ESTABLLSHED
TIME_WAIT
FIM_UAIT_2
FIN_MALT_2
TIME_WAIT
TIME_UAIT

ITC®TKBOOK
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Il>

8-2 SSH EE &olJ|

@ E|2T EH O|d}st7|
- SSH At ol
netstat -an | grep 80

: root@ubuntu-14: /

root@ubuntu-14: /¥

root@ubuntu-14: /#

root@ubuntu-14: /# netstat -an | grep 88

tcp <] 6 192.168.0.200:46720 222.122.117.35:86 ESTABLISHED
tcp ] 6 192.168.0.2080:51454 182.162.92 .32 : 80 ESTABLISHED
tcp <] B 192.168.0.200:51424 182.162.92.32:80 ESTABLISHED
tcp 6 6 192.168.0.200:406632 182.162.92.36G: 80 ESTABLISHED
tcp @ 6 192.168.0.200:51426 182.162.92.32:88 ESTABLISHED
tcp 5] 6 192.168.0.200:50006 182 .16G2.92 .33 80 ESTABLISHED
tcp <] B 192.168.0.200:58394 1.255.49.46:80 ESTABLISHED
tcp i] 6 192.168.0.200:37280 125.2609.226.239:80 CLOSE_WAIT
tep ] 8 192.168.0.286:59072 182.162.92.37:88 ESTABLISHED

12 8-34 SSH MHOM netstats &g Zu}
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= 1973 " Z=(Lampson)df| 2f3f ‘§2|El &0

« ERIEQI B oo| HuLt 24 HAIXIE Hast7| 9ol 7|2 S4 Ko 7|
Mot S41 g

B ackemd =

Sapolois At
+ ackemd £2 ACK TJ 2t 0| R(H M S AHE -
AI7|X| 2£2).
= CK
- MR 2= ACK T2 oo &7 HO|EE &
=18 ACK
ACK

12 8-35 ackemd®2] i3l X4 okd
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A e MHe| g ME[AF 0|8 [ Zrdots At

QARSH HEZ ACK THZIS LA M2 SAS +3

. 4 Y
SAK Suix| BE | BZIX} A|ABl0| 80M TE
| 2| ZE : 2l0]o| IE(1020) —
. |
—= Ex| e : ojo] ZE(100) =

SEMX| LE | 3K} A|AHIO| g0HH TE

12! 8-36 ackcmd izl EAl ZE
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G:Wackend Jackemde 192.168.68.4 |

Type “"guit" and press Enter to gquit

fickCnd>

Windows 2008 IP Configuration

Ethernet adapter T& HY HZ:
Connection-specific DNS Suffix . =
IP Rddress. « = ¢ =« « = « =« o & « £

Subnet Magzk . . . . . . . . o . . 2
Default Gateway . . . . . . . « . ¢

AckCnd>

AckCnd 1.1 - The Ack Command Prompt for Windows 2000
— <c)> 2088, Arne Vidstrom. arne.vidstromBntsecurity.nu
- Por instructions see http:/“ntsecurity.nu/toolboxackemd”

192.168.68 .4
255.255.255.8
192.168.68.1

2 8-37 ackemd B = IP &1 Znt

\J e : 3 10| x|
4:15:11.519556 IP <tos BOx@, ttl 128, id 55182, len 56> newgeneration.8@ > S':'SUE:J
UER.185%4: . [tecp sum ok] 101058054:101058062<8> ack 101058054 win 16384 <mss 14

@,.nop.nop,sackOl>

x0B00 4508 BD38 A7V8e POPD BOD6 59d9 cBaB 4403 ] T — -
x0@10 cPaB 4404 PS50 Bdle P06 P6ED6 P06 P6O6 R T
AB2e 7918 4888 V87d BPBA B284 BAS5h4 A181 8482 PPk s pnnis e
x0830 6970 636f 6e6b6 6967 ipconf ig

4:15:11.522223 1P C(tos Bx@, ttl 128, id 2727, len 48> SYSWEAUER.1854 > neuwgener
tion.8@: R [tcp sum ok] 181058054:101058854¢0> win @

x0B00 4508 0028 Baa? DUOD 8006 26d1 cBaB 4494 E..Cuuuuus &...D.
x@010  cPal 4403 A41e BOSO B606 A6D6 P6B6 A6A6 Y | T
x0820 5094 OPPO B8aB2 POPG BOBA AB31 FF53 Povenannans 1.8

4:15:18.882727 1P <{tos BxB, ttl 128, id B, len 328) SYSUEAVER.18%4 > newgenerat
don.80: . 1:273<272> ack O win 16384 <{mss 1468.nop.nop.sackOK>

g G151 4500 A140 PEAA APAA 8PB6 31860 chal 4484 | 19 | —— 8 ..D. __J
x@810 cBal 4493 B4ie BOSH B6O6 B6O6 D6P6 B6O6 T
x@020 7018 4000 e33d POOO B204 A5hd D101 B402 IR -
x@830  Bd0d Ba5?7 696e 646F 7773 20832 1030 3020 «» Windows .2000.
x@840 4958 2043 6f6e 6669 6775 7261 7469 6f6e IP.Configuration
xAA50  BdAd - =l

T2 8-38 ackemd SA A| I3l L2
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25 8-23 & WO £X

1) Ol =6t

MEEZ - DNS2TCP S2I0[E AJAR : Q€ lATE 14
- DNS2TCP Mt AIAS : 2= A 16
+ " @27 : DNS2TCP

@ dns2tcp A X|5}7|
= dns2tcp| MH 2} E2I0|HE MHX|
(sudo) apt- get install dns2tcp
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@ dns2tcp A 4lsli5}7|
= dsn2tcpd_config IS THE0] Of2fjet 20| 27

(sudo) vi ./dns2tcpd_config

o

root@ubuntu-5-16: /

listen = 0.0.06.0

port = 53

user = nobody

chroot = fhome/nobody/
pid_file =/var/run/dns2tcp.pid
domain = dns2tcp.wishfree.com
key = secretkey

resources = ssh:127.0.6.1:22

1,1

All

12 8-41 dns2tcpd_config 2| LHE
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1) 0l &EolJ|

ol

5 8-23 2 B £X

@ dns2tcp A 4lsli5}7|
= dns2tcp M= dns2tcpd_configE O| &350 Cl51f 20| A
(sudo) dns2tcpd - d 3 -f ./dns2tcpd_config

root@ubuntu-5-16: /

oot@ubuntu-5-16:/# dns2tcpd -d 3 -f ./dns2tcpd config

18:30:13 : ﬁebug opttnns.c:g? Add resource ssh:127.0.0.1 port 22
18:30:13 : Debug socket.c:55 Listening on 0.0.0.0:53 for domain dns2tcp.wishf
ree.com

root@ubuntu-5-16:/#

8 8-42 dns2tcpd &
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@ dns2tcp A 4lsli5}7|
= netstat @S S| UDP 53 L E T} dns2tcpddf| 2|l €2 USS =2l

« 536 TEJCHE T2 20 9|8f 0|0 AFRE|T QCHH dns2tcp AlSH A| 0f
o 2

root@ubuntu-5-16: /

root@ubuntu-5-16:/# netstat -anp | grep 53

udp e 0 0.0.0.0:53 0.0.0.0:*

20232 /dns2tcpd

unix 2 [ ACC ] STREAM LISTENING 12534 1/init /
run/snapd.socket

unix 2 [ ACC ] STREAM LISTENING 12539 1/init !
run/uuidd/request

unix 3 [ 1] STREAM CONNECTED 35371 12680 /vsftpd

unix 3 [ ] STREAM CONNECTED 35372 1/init /
run/systemd/journal/stdout

root@ubuntu-5-16: /#

T8 8-43 dns2tcpd 48 Zn
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= dns2tcp E2I0|AHE

ol
=

ujo

root@ubuntu-14: /

Bomain = dns2tcp.wishfree.com
resource = ssh

local_port = 2222

key = secretkey

debug_level = 3

server = 192.168.0.2

T3 8-44 dns2tcpc_config THUe| LIE
= dns2tcpc_configE 0|83} CtSuf 20| Al
(sudo) dns2tcpc - f ./dns2tcpd_config

ooE@UD

oot@ubuntu-14:/# dns2tcpc -f ./dns2tcpc_confi
debug level 3

Debug socket.c:233 Create socket for dns : '192.168.0.2'
Listening on port : 2222

When connected press enter at any time to dump the queue

12 8-45 dns2tcpc &
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= local_port =202 A7t 2222H L EOf C{

o
£
I
1o
e

root@ubuntu-14: /

root@ubuntu-14: /# netstat -anp | grep 2222

tcp 0 0 127.0.0.1:2222 0.0.0.0:* LISTEN
28432 /dns2tcpc

root@ubuntu-14:/# l

T 8-46 dns2tcpc & Zat
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A5 8-23 & WO £Xlot) 0lEdH)|

@ dns2tcpE 0|25 S AHZAF]|
ssh wishfree@127.0.0.1 - p 2222 - D 6789

wishfree@ubuntu-5-16: ~

oot@ubuntu-14:/# ssh wishfree@127.0.0.1 -p 2222 -D 6789
wishfree@127.06.0.1"'s password:
Welcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-28-generic x86_64)

* Documentation: https://help.ubuntu.com/
86 packages can be updated.

0 updates are security updates.

Last login: Sun Jul 16 18:08:13 2016 from 127.0.08.1
wishfree@ubuntu-s-16:-$ [

% 8-47 dns2tcps S¢etssh &

=4 LHE

wishfree@127.0.0.1 24 AAE(127.0.0.1)2 wishfree AEH2ZE 279!
—p 2272 SNX| XE= 2222

-D 6789 E4UX| ZE= 6789
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root@ubuntu-14: /

19:01:30.675572 IP (tos 0x@, ttl 64, id 18293, offset ©, flags [DF], proto]UDP|(

17), length 182
I192.168.B.2.d0nain|} 192.168.0.200.47356: 46337* 1/8/0 +FIB1wHvBA.dns2tcp.wi

shfree.com. TXT "A+FIAAAHVEA" "" (74)
0x0000: 4500 0066 4775 4000 4011 70f7 cPaB 00O2 E..fGu@.@.p...-..
9x0010: cOa8 00c8 0035 bafc 0052 ezab b501 8588 ..... S5.iaRicenns
0x0020: 0001 0001 0000 8OO0 Pa2b 4649 4231 7748 .......u. +FIB1wH

Bx0030: 7642 4107 646e 7332 7463 7008 7769 7368 vBA.dns2tcp.wish
0x0040: 6672 6565 0363 6f6d 0000 1000 01cO OcOO free.com........
Ox0050: 1000 0100 0000 0300 6dob 412b 4649 4141 .......... A+FIAA
Ox0060: 4148 7645 4100 AHVEA.

118 8-48 dns2tcp SA 13l
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