® ¥y FE9°920°89] 1anzas -
dinpdoy. TTeasur 320 -ade {opns) o

g5 E?_* W=z 25

Chapter 05




///7 oo
=5} \

o
vi »H W N B

n

ol
|El
r
om

o

| >
=

03 =AM =X

—_—

5 4|

ofd §

o

o

0

o /

NMP




\

ITC&TKBOOK

Hi<

oA S Olofietrt.

QF AMH|A 9]

2zE

, IDS

H|

SNMPO]| CHsl O|sl{SstD SNMP

C|.




~

" M

Okl mE

=28
1 ZZRIE0 et ol

= 2l &l (Footprinting)

A2 H4HEE &

Z fjye] Y=5 moL

3

IT C&2KBOOK

Page 4



ITCRTKBOOK

=
—
= |H
ru
om

[
H
IH

el E0ll Ciet Ol of

m AlS| &<t 7|tH(Social Engineering)
 HHE A ETV =EE= AL IR E0| At2| S5t0f 2ot A

=

= 72| AL ASO|L HARIE FES &0 BALL A

Ofo
i,
rir
ot
oX

081 +HO|L} HEE A0 X0 £2 HEL O

Page 5



o
il
HI

HK

ITC®TKBOOK

Ol of

St

0

1.1 el 80l

~
o

AL AEAL A

At ot

al

J

E_I_
HES

AtEel 88

L
—

= A8t

T 0|8

= AHAl

®)
.

x| 2ol

S

of

" EHAILE A EAS 2

KHo

1|4

Page 6



2. A7
IT C&TKBOOK

* MHIAE HBsHe MHio] S5 ol 2ol M7t HEdHs AHIAE 20l3}7|
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2. A7H

ITC®TKBOOK
2.2 ping
® Ping(d)
= HEQAQt A|AHIO| MMM O Z XE5l=X| 20I5t7| &5t |.|:I_|.-OI:|. S EIZ|E|
= ICMP(Internet Control Message Protocol)& AtE25IH, 7|28 o = TCP/IP L

ER30M ALE

Page 8



2. A7H
ITC®TKBOOK
3

2.3 ICMP A7H

B ICMPE 0| 838] 27 CHA A|ARIO| S5} GRS ot
@ Echo Request(Type 8)2f Echo Reply(Type 0) 0| &735}7|
@ Timestamp Request(Type 13)2f Timestamp Reply(Type 14) 0| &3}7|
3 Information Request(Type 15)2} Information Reply(Type 16) 0| &3}7|
@ ICMP Address Mask Request(Type 17)2f ICMP Address Mask Reply(Type
18) O| & ot/
— Zp&F LEEE Ol 'S Echo Request(Type 8)2t Echo Reply(Type 0)E O| &S}

= A
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H
@ ICMP I{Zlo| ZO|E LIEtH (R =R = 32HIO|E, FHALL 2|54 = 56HI0|E)
@ &4 t&0|M ELjZ ICMP Echo Reply Tzl = 7|
3) Echo Request IjZl2 H 5 Reply I{ZIS BH7|77HX| Q| A|Zt
@ TTL(Time To Live) 4t
©® Request T Z1 9| 7i{==, Reply T{ZI Q| 7i==, 4=l THZI2| 7f=

© Request T{ZIS 2h = Reply 20| 27|7HX|9| A|Zt HE

BN Administrator: C\Windows\systerm32\cmd exe | i'g_ |£|
tWping 192.168.08.1 N

@
inging 192_168.0.1 with|32 hytes|of data:
eply from 192.168.8.1: |bytes=
eply from 192.168.0.1: |bytes=32tine{lins
eply from 192.168.0.1: |bytes=32 timne<{lns
eply from 192.168.8.1: bytes=32tine{lms

ing statistics for 192.168.0.1:
@IPackets: Segt = 4, Receiuecl = 4 I;ost =@ (Bz loss)-l

poroximate round trip times in milli-seconds:

@Il‘linimum = Umz, Maximum = Bms. Huerage = msl
= RO T

H 52 bl

2 54 A= 7 AIAR0IM =R 2012 AIAHCR pingS Mgt Zat
Page 10



#5-1 2SHME TTL &

IT C®2KBOOK

S| ICMP Request I4Z! TTL ICMP Reply T2 TTL
2lsA 72 26 64 64
gisA #HH22-24 255 64
elsA A2 20 64 64
=5 128 128
FreeBSD 255 255
a2falA 255 255
HP-UX 255 255
=2 95 32 32
H=2 98 128 32
H=P NT 128 32
=2 MY 2003, 2008, 2012 128 128
H=2 10 b4 64
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64 bytes from
64 bytes from
64 bytes from
64 bytes from
e

--- 192.168.0.

192
192

100

Li2| 7] H7HX] Request THZl S A& EH.

wishfree@ubuntu-14: ~

wishfree@ubuntu-14:~$S ping 192.168.0.100

PING 192.168.0.100 (192.168.0.100) 56(84) bytes
192.
192.

168.0.100: icmp_seq=1 ttl=128
168.0.100: icmp_seq=2 ttl=128

.168.0.100: icmp_seg=3 ttl=128
.168.0.100: icmp_seq=4 ttl=128

ping statistics ---

of data.

time=0.311
time=0.235
time=0.186
time=0.223

ms
ms
ms
ms

4 packets transmitted, 4 received, 0% packet loss, time 2998ms
rtt minfavg/max/mdev = 0.186/0.238/0.311/0.849 ms
wishfree@ubuntu-14:-5

T2 5-5 2i5A0M2] ping

ITC®KBOOK
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2. A7H
IT C&TKBOOK
3

2.3 ICMP A7H

B ICMP Echo Request TjZ10| 32 mf 0|28 4 9l U
@ Timestamp Request 1ff 7l 0|
@ Information Request IffZl= 0| &
3 ICMP Address Mask Request2} Reply IfZl= 0| &
— ICMPE& 0| &%t ping2 A|AH SHLES ZASHZ [0 HE
3 5-2 2FHFIE Non Echo ICMP mi3le] 5 ofF
A Information Timestamp Address Mask
2isA HE 22-26 X O X
FreeBSD X O X
ECA I ES X O O
HP-UX O O X
AIX v4 O O ®
H=S 98 X O O
=2 NT sp4d X X 4
= 2000 Of4 X O X

Page 13
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2.4 TCP2 UDPE 0| =gt AZH
B TCP Open A 7H
- TCPE 0|8 7ha 7| =R ol A%

224X} 22 i 224X} =22 i

SYN SYN
SYN + ACK oz me o5 Ze
RST + ACK

ACK

(a) ZEZ} H2l H2

12 5-6 TCP Open A%H
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2.4 TCP2t UDPE 0| &3t A7H

B TCP Open A7H
= Reverse Ident : MM S G ESH MEHOM RAX| AHAYM H2S A5t QU

rr

Z2 20 AL HX
" 113" ZE= ALK 2SS ?lo AHEEIXT O] ME[A= B SXE[H U5

SYN

SYN + ACK

ACK

1138 ZE TCP T MM
Ident Query T

Usemame/UID HE

18 5-7 TCP Open Ident 274
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= 25 V(X[ &= ATO| OtL{2t, 4 Oi&ofS £0|11 Xpile| /X[ & s7|=
A7 BEE X
= B Q 22 TCP Half Open A7ZHO| QS
SZK 34 thiad SZK 32
SYN SYN
SYN + ACK
el BE el ZE
RST RST + ACK
() ZEJI HEl B2 b) ZEJI 6l 82
12 5-8 TCP Half Open A7
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2. A7H
IT C®©KBOOK
4

2.4 TCP2 UDPE 0| &

A

B

o

m AEIA (Stealth) A7H
= FIN(Finish) A7H : TEJ} &
= NULL 270 : E2|1(Flag) 2f
= XMAS A7H : ACK, FIN, RST, SYN, URG Z2|1 Z5E MXst0] ELH o3l

mo ™

8% SOl gli, el 8% RST IjZl0| =0ts.
x H

7K} Z74 A 74X} =24 4t

FIN, NULL, XMAS I3,

o2l Ze CH| IE
o} SE 8l
RST D47l
(@) ZEJ} H2l 42 (b) ZEZ} 8l AR

1% 5-9 FIN, NULL, XMAS A7H
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N
P

2.4 TCP2t UDPE 0| &3t A7H

B ACK D31 0|23 A7H

+ BE EEO| ACK 212 =t 3 0|0f TSt RST 22 2ot &4
. mE7} A2l ZS TTL 20| 640|540l RST TjZ, YES7} 00| ofLl @loof gt
S 747l RST T200] SOFS(EH3 Z20H TTL Zt0| YHsPA 2 Zojnl, A=

ﬂll

7|7t 021 RST L Zl).

B TCP izl o|2st A7H
" D= ALEHY S2otA HEEX| Eol, O EHHAM Ao HELX] E5
*SYN Izl & 0| 8¢t A7 HEH2 M= dE5H7| ?let < Wzl 2
= 7| =20 OtA = w&2otH OfF 21

Page 18



2. A7

Bl
2.4 TCP2 UDPE 0| &

IT C&TKBOOK
Bt A M
B TCP THHS}(Fragmentation)
= 37|17t 208}0[EQI TCP 5|HE T{2l F 7H= L0 HHAH HNf Hzl2 =2
K|t EAX| P2, & B I{Zl0= A7old s ZE W)
= A ER IjZ2 TCP ZEOf Cigt L7} G0 Yetys Saora, & N Ij
A2 At FHX| =27 gl0 =t E X[E = UAS

B A|ZHKFS 0|23t A7
« O} BHe AJZt 59

AS 871= 28

A= HZls Elf= 28  SeHn IDS X2 89| o

o
P OFZ 70 A7 SO TS HLjE W

Page 19



= ITCRTKBOOK
2.4 TCP2t UDPE 0| &3t A7H
B A ZEXFO] 2Bt S42| A E
= Paranoid : 520|L} 108 ZtAOZ T}ZlS SFLIA HWH,
* Sneaky : WANO| A= 152 EH|2, LANO|AE 5% GHo|2 T2 g =

= Polite : IjZl=S 04X LI 2 E'—.:h'.

= Normal : & & Ql F2

= Aggressive : IAE0| Cist X|C EtQUOIR 2 58, IfZIE 1.25X77tX| S-S 7|
Clal,

= Insane : IAEO0| CYsH X|Cf EfQOIR L 75X, Izl 0.3EX7X| & 7|CtEL.
HrotE 0F IDSO| HERA 7H=7F 100Mbps O 40| OfL|™H EFX|SIHX| &2

B FTP H}2 A (Bounce) A7H
|2FSt FTP A 0| A] PORT HHO| & Sof CtE A|AHS &£
O

ot
|m
i
0x
ot
2
I
i

Jot

Page 20



0lo
£
oo
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Al 5-1 CHBH SHOR AMS|D)

o

H5EHE - SARAIAY =R 70 LEE OATE 14
« S A AJAEL : A= MH 2012
- 22 Z2H : fping, hping3, sing, nmap

@ #E = 2X5t AEE Yo7

" FEFUNM HSot= 7| X| X E¢l ‘apt-get's O|&dH 2X|
= apt-get2 7| 2™ O Z root HIICZE A
= LUt ALEAL A Aot HojM 2l Mo = apt-get 3 %0 sudoE =&l
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Al g2y

# apt—get update

LS

N7 |X| FHA| 2

ITC®TKBOOK

# apt—cache search (If7 [X|H)

Hok= 7 x| 371

# apt—cache show <TH7 [X|H)

Hol= W7 XIS 22 TS g &4

# apt—get install (47 |X|=)

7HE 7| x| x|

# apt—get ——reinstall install (@7 [X|H)

AX[SH IH7 |X[oi OlefO] US B AR

# apt—get remove (TH7 |XIF)

7 || ALE|

# apt—get ——purge remove (7 [X|H)

A7 TiA7IK| 25 AfH|

# dpkg -

SR o7 [x] =2l

Page 23



2. A7
IT C®2KBOOK

A
=

tJl

ol

dHOZ AZM

I
o

5-1 Ct

@® &3 F ZXst A+E 9|7
= fping T 7| X| A

sudo apt-cache search fping*

ishfree@ubuntu-14:~$ sudo apt-cache search fping*
nagios-plugins-standard - 51uglns for nagios compatible monitoring systems
fping - sends ICMP ECHO_REQUEST packets to network hosts
hobbit-plugins - plugins for the Xymon network monitor
oping - sends ICMP_ECHO requests to network hosts
wishfree@ubuntu-14:~5%

7121 5-11 fping T7|X| &7
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Package: fping

Priority: optional

Section: universe/net

Installed-Size: 117

Maintainer: Ubuntu Developers <ubuntu-devel-discuss@lists.ubuntu.com>

Original-Maintainer: Anibal Monsalve Salazar <anibal@debian.org=>

Architecture: amdé64

Version: 3.8-1

Depends: 1libc6 (>= 2.15)

Filename: pool/universe/f/fping/fping_3.8-1_amd64.deb

Size: 30722

MD5sum: 85adb4d1a41d84416a2b790132dce901

SHA1: dc221448cc8e80be385022a3d941a555b6a9%catba

SHA256: 8f28e9900659f4e17113e09c9al1ead46815bcO7933ee9d406621c8az227f63562b

Description-en: sends ICMP ECHO_REQUEST packets to network hosts

fping is a ping like program which uses the Internet Control Message Protocol
(ICMP) echo request to determine if a target host is responding. fping
differs from ping in that you can specify any number of targets on the command
line, or specify a file containing the lists of targets to ping. Instead of
sending to one target until it times out or replies, fping will send out a
ping packet and move on to the next target in a round-robin fashion.

Description-md5: 39b9ab73fb3b3bedff57b4eefd2819fd

Homepage: http://www.fping.org/

Bugs: https://bugs.launchpad.net/ubuntu/+filebug

origin: Ubuntu

wishfree@ubuntu-14:~5%

13 5-12 fping W &0l

IT C®2KBOOK
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@ #E = 25t AEE Yo7

= fping 2 X

sudo apt-get install fping

wishfree@ubuntu-14; ~

ishfree@ubuntu-14:~5 sudo apt-get install fping

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
1libntdb1l linux-headers-4.2.8-27 linux-headers-4.2.8-27-generic
linux-image-4.2.0-27-generic linux-image-extra-4.2.0-27-generic python-ntdb

Use 'apt-get autoremove' to remove them.

The following NEW packages will be installed:
fping

® upgraded, 1 newly installed, © to remove and 3 not upgraded.

Need to get @ B/38.7 kB of archives.

After this operation, 120 kB of additional disk space will be used.

Selecting previously unselected package fping.

(Reading database ... 246047 files and directories currently installed.)

Preparing to unpack .../archives/fping 3.8-1 amd64.deb ...

Unpacking fping (3.8-1) ...

Processing triggers for man-db (2.6.7.1-1ubuntul) ...

Setting up fping (3.8-1) ...

wishfree@ubuntu-14:~-§

12 5-13 fping &%

IT C®2KBOOK
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2. A7H

&g 5-1 Ut

ITCRTKBOOK

SRHOZ AZHGHD|

o

@ fping2 0|85 A7H5}7]

A7 HO| HEYT ANAY 222 ol 0f AFS
= -q : ICMP Request?t ReplyE & 4.
"-a: 2te|0] = d= 205

S} NES
EO
"-s: A0l EH 2 ZuHE FeloiA E@E
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2. &

Al
=

P

i}

5-1 Ct

i

HHOZ AZNGHD]

@ fping= 0|83l £7H5}7|

= fping A&l

fping -q -a -s -g 192.168.0.0/24

oot@ubuntu-14:/# fping -q -a -5 -g 192.168.0.0/24

254
3
251
7]

251
1007
3
952

0.62 ms
0.19 ms
0.30 ms

192.168.0.1
192.168.0.100
192.168.0.200

targets

alive
unreachable
unknown addresses

timeouts (waiting for response)
ICMP Echos sent

ICMP Echo Replies received
other ICMP received

(min round trip time)
(avg round trip time)
(max round trip time)

26.963 sec (elapsed real time)

root@ubuntu-14:/#

77 5-14 fping &

IT C®2KBOOK
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-sT =M : TCP Open ZH

root@ubuntu-14: /

oot@ubuntu-14:/# nmap -sT 192.168.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2016-87-09 14:28 KST
Nmap scan report for 192.168.0.1

Host is up (©.00012s latency).

Not shown: 987 closed ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445 [tcp open microsoft-ds

49152 /tcp open unknown

49153 /tcp open unknown

49154 /tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

49157 /tcp open unknown

49158 /tcp open unknown

49160/tcp open unknown

MAC Address: 80:16:D3:CA:85:67 (Wistron)

Nmap done: 1 IP address (1 host up) scanned in 2.37 seconds
root@ubuntu-14: /#

12 5-15 nmap Open A7H Page 29



2. A7H

A
=

i
U
-
Q
00
i

® nmapsS 0|80l 2745}

(=)
= -sS =M :SYN A

E:
nmap - sS 192.168.0.1

oot@ubuntu-14:/# nmap -sS 192.168.0.1

4l A
="

A 7H

PORT
53/tcp
8a/tcp
135/tcp
139/tcp
445 [tcp
49152 /tcp
49153 /tcp
49154 /tcp
49155 /tcp
49156 /tcp
49157 /tcp
49158 /tcp
49160 [tcp

Starting Nmap 6.40 ( http://mmap.org ) at 2016-07-09 14:28 KST
Nmap scan report for 192.168.0.1

Host is up (0.00023s latency).

Not shown: 987 closed ports

STATE SERVICE

open
open
open
open
open
open
open
open
open
open
open
open
open

domain

http

msrpc
netbios-ssn
microsoft-ds
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

MAC Address: 00:16:D3:CA:85:67 (Wistron)

Nmap done: 1 IP address (1 host up) scanned in 47.25 seconds
root@ubuntu-14: /#

% 5-16 nmap TCP SYN A7H

IT C®2KBOOK
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® nmapsS 0|80l 2745}
" p M :EY BE A

oot@ubuntu-14:/# nmap -sF -p 86,139 192.168.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2016-67-89 14:31 KST
Nmap scan report for 192.168.0.1

Host is up (0.00026s latency).

PORT STATE SERVICE

80/tcp open|filtered http

139/tcp open|filtered netbios-ssn

MAC Address: @0:16:D3:CA:85:67 (Wistron)

Nmap done: 1 IP address (1 host up) scanned in 1.45 seconds
root@ubuntu-14: /#

J% 5-17 nmap FIN A7H

ITC®KBOOK
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* § S T200| 16H10|E, F|o| T30 4H[O|E R Lt
- QL A 20122 [jMOE T FL T WS BEE,

nmap -f - sS 192.168.0.100

oot@ubuntu-14:/# nmap -f -sS 192.168.6.100

Starting Nmap 6.40 ( http://nmap.org ) at 2016-07-09 14:34 KST
Nmap scan report for 192.168.0.1600

Host is up (©.008265 latency).

Not shown: 989 closed ports

PORT STATE SERVICE

135/tcp open MmMSrpc

139/tcp open netbios-ssn

445 [tcp open microsoft-ds

3389/tcp open ms-wbt-server

5357/tcp open wsdapi

12 5-18 nmap fragmentation A7H
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H 5-3 nmap A7 M

SHEF LHE

—&T connect( ) g=~E 0188t Open A
—g3 MBS FJEAZIX] 2= SYN A4
—-sF FIN Ti2l= 025t A7H

-sN NULL T3S o=t AZH

—sX XMAS IiZIS 025t A7H

-sP pingS 01838t SAE &Ms} o5 S0l
—-sU UDP ZE A7H

—-sR RPC ZE A7H

—sA ACK mHZof| chst TTL gtel 24
-sW ACK mHZlof| chst =2 37| 24
-b FTP Hi2A A7

ITC®TKBOOK
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A7 H pingS 5Kl 211 ICMP Echo RequestE 51851X| 2= SAEO| LSt AZHS & 473

ping?| thiE2 2 ICMP HZIS 0IZ5IX| 2411, TCP IH3IS 0123510 sid A|ARI0| 2iE S2UX| AL

TCP2| SYN IZI2HS HLH AAH 23t IRE ZAL

AAH 23t RS ICMPZ dAt

TCP2tICMP & Ct AS5llM SAE E43t RS HAt

AAg SIS 3

Ident Z2EZRFC 1413)2 ARBaHl 83 U= Z2MIATHOE AZXi0f 28t 2RUX| HAL

DNS Eg(lookup)s 5tX| %2

DNS £%(lookup)s &

ARIRIE OISt AZMZ 5P| {8 A22 Paranoid, Sneaky, Polite, Normal, Aggressive,
Insane0| ZiZt OFE 57IX|Q] KXIE 7H
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Scan Toels Profile  Help

Target :]32.166.0.1 E Profil=  |Intense scan B Scen
Command: ap T4 -A 19216800

[ Hosts | SEMACES ] hmap Outpat | Parts / Ha;u| '[opolog‘_l,| Haost Detaile | Scan:|

05 1 Host «  |nmap-Td-A-v 19216801 j = |Detzls

Starting Mmap 7.12 ( hitps://nmap.org ) at 2016-07-88 —

14:46 Korea Standard Tima

M5E: Loaded 138 scripts for scanming.

NSE: Script Fre-scanning.

Initiating NSE at 14:46

Completed NSE at 14:46, 8.80s elapsed

Initisting NSE at 14:46

Completed NSE at 14:46, 8.88s elapsed

Initiating ARP Ping Scan =t 14:48

Scanning 192.162.8.1 [1 port]

Comoleted ARF Ping Scan at 14:46, 9.02s elapssd (1

al hosts)

Initiating Parallel DNS resolution of 1 host. at 14:46

Completed Parallel DNS resclution of 1 hest. at 14:48,

@.81= elapsed

Initiating SYN Steslth Scan at 14:46

Scamning 192 .168_8.1 [1888 ports] -

Discovered open port 135/tcp on 192.168.8.1

open port 133/tcp on 192.163.6.1

open port 445/tcp on 19%.168.8.1

Dizcovered open port B8/tcp on 197 _16B.@.1

Discovered open port 53/tcp on 192.16B.0.1

Di wered open port 49155/tcp on 192.168.0.

piscovered open port 49152/tcp on 192.168.0.

Discovered open part 49158/tcp on 192 168 ..

Discovered open port 49153/tcp om 192.168.0.

i 9.
a.
o
9.

wered open port 49156/tcp on 192.168.
vered open port 49154/tep on 192.168.
Dizcovered open part 49157/tcp on 192,168 .
Discovered open port 49158/tcp om 192.168.
Completed SYN Stealth Scan at 14:46, 1.455 e
(1888 total ports)

Initiating Service scan at 14:45

e o

apsed

O 5-19 A=2E nmap &3 Z1}

ITC®TKBOOK

SEEECERS
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3. 2GHH =X
ITC®TKBOOK

o
3.1 23X & X0l Ciet Ol ol

m Hlj L] 28! (Banner Grabbing)

" SO AR 23HAE =lots 7t 7282 SE
= AUl E RAX] A[L- 2305 ofH = QHEdf H=xet Bl S =2

ot= 7l&

root@ubuntu-14: /

root@ubuntu-14:/# telnet 192.168.8.2
Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character is '~]'.

Ubuntu 16.84 LTS

ubuntu-5-16 login:

O 5-20 &4 by i
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3. 2FHH B

IT C®2KBOOK

&5 5-2 i ol

HEEE - BAXARAY  REE O|lATE 14

« AZH CHA AJAE : QHE M 16

® FTPO Cliolf i O2{y st
telnet 192.168.0.2 21

root@ubuntu-14: /

oot@ubuntu-14:/# telnet 192.168.0.2 21
Tryilng 192.168.6.2...

Connected to 192.168.0.2.

Escape character is '~]'.
22ﬁ|EvSFTPa 3.6.3“

120 5-21 FTP ZEO0) cifat 2t

ftp 192.168.0.2

root@ubuntu-14: /

oot@ubuntu-14:/# ftp 192.168.0.2
Connected to 192.168.0.2.
220 |(vsFTPd 3.6.3)|
Name (192.168.0.2:wishfree): l

07 5-22 FTP ZE &4
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&5 5-2 i i otl

@ SMTP EZEO0f Cjjsf v 2eist7|
telnet 192.168.0.2 25

oot@ubuntu-14:/# telnet 192.168.0.2 25

Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character is "~]'.

220 ubuntu-S-16 ESMTP Sendmail 8.15.2/8.15.2/Debian-3; Sat, 9 Jul 2016 16:48:35
+0980; (No UCE/UBE) logging access from: [192.168.0.200](FAIL)-[192.168.0.208]

7121 5-23 SMTP ZE0] Chat e

telnet 127.0.0.1 22
telnet 127.0.0.1 110
telnet 127.0.0.1 143
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@ SMTP ZE0]| CHsf HiL] O2iis}7|
telnet 192.168.0.1 80
GET /iisstart.htm

root@ubuntu-14: /

oot@ubuntu-14:/# telnet 192.168.6.1 86
Trying 192.168.0.1...
Connected to 192.168.0.1.

Escape character is '~]'.

ET /iisstart.htm
< m LIC "-//W3C//DTD XHTML 1.8 Strict//EN"
html1/DTD/xhtml1-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>

<title>IIS Windows Server</title=>
<style type="text/css">
<l--
body {
color:#000000;

"http://www.w3.0org/TR/x

<meta http-equiv="Content-Type" content="text/html; charset=iso0-8859-1" />

% 524 HTTP S &kl

ITC®KBOOK
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=J M A = XI0 CHet Ol ol
————
H TCP/IP "iE 4rmjH 7|
= FIN 270 0|8 : M8 = 9N X = | =%, BSD, Cisco, IRIS &
« M Q17 Al TCP THAIQ| AIBA HH M S
CIES AIZHO) M2 AHA EH MY
. Z|EA QLN 2T
« FreeBSD, Digital-Unix, IRIX, &22|A : A|ZH0|| 2 2HEHTE S 2
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o
3.1

[0
-

SHAl E X0l Chet Ol ol

B Netcraft 0| 25}7|

54 Higel 2EA Ao thet Credet §2&5 20 F.

'1! Site report for s, nay

& - C # | toolbarnetcraft.com/site_reportiurl=httpy//www.navercom
+| Phishiest Cariificate Sutharitias = Network "
+ Phighirg Mag
3] |RRRAOWT Fasp Site hittp:/ fwe.nver .com Metblock Akamai Technologies i
= st Fopular Websites Owner
Branded Extensicns
Dromain naver,com Mameserver nsl.navercom
¢ Tell & Friend
IP address 02,123.72.144 DNS admin  webmesterdinaver. com
Phishing & Fraud TPve Mot Present Ravarsa 32-123-72-
address DNS 144.deploy.akamaitechnobogies.com
HEPEREH E N Damain gabis.zom Namessrver whois.gebie,com
+| Huosting Phishing Alerts registrar arganisation
—
8L "Al' P"I’h"g'”m'. Organisation MAVER Corp., § Bullung-ro, Bundang-  Hosting Akamai
£ | RN f 1 At gu, Seangnam-si, Gyeangei-de, 463-  eompany
Phishing ard Malwars BE7, Kares, Gysanggl, 463463, KR
-/ Daceptiva Damain Seate 3 :
SRR Top Level Commercial entities (.com) DNS unkmaw
sl : Damain Sacurity
Phishing Sie Countermaasures Extansions
. Hasting =]
Extension Support pitg
o FAG
s Glossary = Hosting History
| Contmel Us
=/ Report 8 Sug Nathlock ownar 1P address 05  Web Last seen
sarvar Axfresh
Tutorials Akamai International, BV Pring Bernhardplein 200 Amsterdam  23.205.169.104  Linux  nginx 7-Jul-2016
ML 1097 18

+|  Intailing the Extension
™ Akamal International, BV Prins Bermhardpieln 200 8msterdam 173,222, 2100185 Linux nginx B=Jul=Z016
A S NL 1097 18

+| Gediing the Mest -

T2l 5-26 Netcraft AJO|E0]| Z1} 201
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root@ubuntu-14: /

root@ubuntu-14: /# traceroute www.google.com
traceroute to www.google.com (59.18.46.251), 30 hops max, 60 byte packets

1 192.168.0.1 (192.168.0.1) 0.199 ms * *

2*!:*

3 192.168.137.1 (192.168.137.1) ©0.573 ms * *

4 210.108.84.1 (210.108.84.1) 1.239 ms 1.558 ms 1.980 ms

5 210.1608.84.254 (210.108.84.254) 3.619 ms 3.600 ms 3.586 ms

6 211.51.39.17 (211.51.39.17) 3.574 ms 3.952 ms 3.853 ms
7 121.162.167.53 (121.162.167.53) 3.843 ms 3.B31 ms 3.8B2Z ms
a*t*

9 112.188.53.193 (112.188.53.193) 4.234 ms 2.992 ms 2.982 ms
10 112.174.59.53 (112.174.59.53) 4.408B ms 4.397 ms 4.390 ms
11 112.174.7.126 (112.174.7.126) 3.208 ms 2.871 ms 2.839 ms
12 * & %

* &

* W

& %

&
14 *
*

T2 5-27 wEteo] Q= #29 traceroute Zit
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B firewalk(Z}O|{ ¥ 3A)

= H}SLE O] ACL(Access Control List)2 Ot = i H

o

B firewalk & g2|

ol EHO| EFX| | H BsEH7EX| o] TTLELCH 182 o & TTL 4y M A5 2,
- 2ot 0| IfZlE AtEE 3%, OFF W2l S0tX| s

otHO| IiZlE A2 HLUM 22 O3 et AtetX| 2 2fREHE
traceroute 1’d X & ICMP Time Exceeded O A| X|(Type 11)E E .

= DZAX}= ICMP Time Exceeded A|X| O EE Ht2 T EQ| CHs| &

i1 ol
= B 2| TEQS

A4 J
91'
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B SNMP(Simple Network Management Protocol)

« ZO} XIZ=XO| Tp| Eo| EE TZE2ESR

H SNMP 27|
= SNMP HA 1
« 19881 IABO A E=E2 2HHZ2 HAX SGMP(Simple Gateway Monitoring Protocol)&
HTAA A= A
- B0 7|50] S0 ol HIERIR FH|Q B BEE oS &= U=
= SNMP A 2
« 19933 PDU(Protocol Data Unit) EtQ-S ®olgt &= 11, DESe} MD5E 0|&
’ls& F71otH 2t
= SNMP A 3
-+ 199913 SNMP H 7 20| 215 7|52 Hg.

e

o

HOf
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5.1 SNMPOIl CHSt Ol ol

B SNMP 714 24
= 22| A|A"aF 22| Chef(Agent) 2 2 L.
= Oo|HES| 4
« SNMP(Simple Network Management Protocol) : M& Z2EE
« MIB(Management Information Base) : £t2|2t 7§ A 2| &gt
« SMI(Structure of Management Information) : 2t2| g
= 2| A[LED OO E SS9 Z[a Y[ Ated

» B, A7 LIE|, PDU E} &

# 5-5 SNMP2| PDU Eti0ll et g4

PDU Et 2

0 Get Request

1 Get Next Request
2 Set Request

3 Get Response

4 Trap

ITC®TKBOOK
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B o] A2 o] HE S

|

2| A| A= ojo|ME
Get Request »
UDP 16181 ZE
L Get Response
Get Next Request _
" UDP 16181 ZE
h Get Response
Set Reguest 2
UDP 16181 ZE
h Get Response
Trap
UDP 162t LE <

72| 5-30 SNMP &4:0| St
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m B2 A|AHIL 00| HE S4

= Get Request : 22| A|AHIO] EH

o -1

= Get Next Request : 22| A|AHIO| 0|0

= Set Request : 22| A|AHIO| &

= Get Response : Of|O| M E 7} 22| A|AHIO]

= (@) —|
_I‘| AF%FE t

+ Trap : 00| M EQ] S

# 5-6 Trap HAIX| 2=

ITC®TKBOOK

HS HIA[X] LHE

0 Cold Start OloHEE Z7|3t

1 Warm Start Ollo|MES 22| Hst glo| =713}

2 Link Down Olo|ME S41 A9l &5 7 Z0E

3 Link Up OlloIHE 841 SAe| &3 sz} Sad

4 Authentication Failure | 2| AABIC22EH | HFLIEPD} UX[GHX| 242

5 Egp Neighbor Loss EGP(Exterior Gateway Protocol)2| &t} g
6 Enterprise Specific AL 55t A Zke| Trap
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5.1 SNMPOGil CHst Ol of

H MIB

" 22| XF Z2[5HAL 28 = U= JHM=2l HIOJEHo] A

MHER EC| g4 =& O|&.

# 5-7 SNMP2|MIB =&

ITC®TKBOOK

=8 L=

SNMP SNMPof tigt @ O&

System AlAEe| Helioll Chet E2 2=, niX|2ez SEEHAIZL AAH x| 50| siFE
Interface QIEH0|A JF2 2E AXENIM B ARCZ, AIA-IS| QIEH|0|A i el 50| sHFE
AT Address Translation 21822 Z! QIE{H|0|AE HIEYT FA siAl0| Cist HE S0| shE=E
IP IP Ti22| fragmentation, THAI2| ZHZEE Al S0| siEE

ICMP ICMP 2F mfzle| £~ & 7t 2l 4= 50| siiEg#

TCP TCP E&0i| Cish el HE 2 0] Melff HE= 40| S SA0| A2E

UDP TEE UDP I3l 2 ~A1E UDP i 74, B2l ZE §2| It sigE

EGP EGPE =Xl &2l517| #fet Y2 as

Transmission Z}t QIE{mjo| A 50 Chgh He
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H SMI

" HE0| Hgtet MIBS 4 dota 2ot Y= (Ee] 32 )
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m OID
root
/ \
ccitt(0) iso(1) joint-so—ccitt(2)
org(3)
dod(6)
intemet(l) <«----- 1361
/ \
directory(1) mgmi(2) experimental3) private(4)
|
mib() <«----- 136121 enterprise(1)
system(l)  interface(2) at(3) ipld) icmp(5) tcp(6) udp(7)
/\\/\\ /\\/ e T

a% 5-31 OID AIS

ITC®TKBOOK
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o
0
HI
1o
I

B SNMP9O| |2t
s J|2Xoz S“7AFIE SNMPS| MIBHEE 2 £ 9le.
= IjZ10| UDPE FEE|0 HE9| M2 =7 &E.
* HO|E 7} A2 2tE[X]| E2 BELE MEEO ALYE 75
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SHIAAY  2ESE HIATE 14

- 37 e Al : B2 A 2012

Ze m27 : snmpwalk

@ SNMP Ax|3}7]

Select features

Eefore You Begin
Installation Type
ction

Serve

Server Roles

Confirmation

Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features

[ RPC over HTTP Praxy
[ Simple TCRAP Services
[wd SMB 1.0/CIFS Fille Suppart (Installed)
[] SME Bandwridth Limit
[ SMTP Server
|
[ Telnat Client
[ Telnet Server
["] TFTP Client

b [M] User Intarfaces and Infrastructura (2 of 3 installed)

[ Windows Biometric Framewrork
[[] Windows Feedback Forwarder
[ Windows Identity Foundation 3.5

[w Windows Internal Datatase (Irstalled)

< nl | 3

DESTINATION SERVER
WISHFREE_WS512

Description

Simple Network Management
Protocol (SNMP) Service includes
agents that monitor the activity in
nctwork devices and report to the
network conzola workstation.

[<Previous | [ Neat> | [ instel | [ Cancel

13 5-32 SNMP €Xx|
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@ SNMP Community String 2745}7|
= [Properties] H|*50{| A [Security] Ei0| <Add>HE S S&
= A2 'READ ONLY', 7 RL|E| 0|2L 'publicoz Q=

SNMP Service Properties (Local Computer) %

| (Generml | Log On I Recnveryl Agent ITmpg ISE.‘C’-JI'ih' IDEpEndem:ieg |

[+ Serd authentication trap

Accepted community names
Community Fights

) Accept SNMF packets from any host
®) Accept SNMF pachets from these hoss

SNMP Service Configuration X
Add...

| kit | | Remore | e —
[READ ONLY v]
[ ok | [ Comedd ][ seay | |public |

T2 5-34 SNMP AMH|A°| [Security] Bi0IM HRFLIE| S5
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&5 5-3 SNMPE 0| 3ol 88 =& 5l
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@ SNMP Community String 2745}7|
= ‘Accept SNMP packets from any host'E X35l HRL|E|l &=

SMMP Service Properties (Local Computer) \ﬂ

| Genaral | Lag Oin I Recovery I Agertt ITmps Security .Dependencies |

[+ Serd authentication trap

Accepted community names
Community Fight=
public READ DNLY
pdd.. | | Edt.. | | Aemove

®) Accept SNMF packets from any host
() Accept SNMF packets from thess hosts

Add... Edit. . Remowve .

ok ] [ ] [P ]

712! 5-35 HRLIE| S2 $°| SNMP &4 &
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5-3 SNMPE 0|Edil 82 +=&0ot)|

Al =
=29

® snmpwalk 4 X|5}7|

(sudo) apt- get install snmp

@ SNMP A7} 57|
= SNMP MH|A ZLE 1617 €2 /JY=X| =0l
nmap - sU - p 161 192.168.0.1

oot@ubuntu-14:/# nmap -sU -p 161 192.168.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2016-07-09 19:47 KST
Nmap scan report for 192.168.0.1
Host is up (©.0822s latency).
PORT STATE SERVICE

61/udp open|filtered snmp
MAC Address: @0:16:D3:CA:85:67 (Wistron)

Nmap done: 1 IP address (1 host up) scanned in 0.48 seconds
root@ubuntu-14: /# I

T18 5-36 NMAPS S5l SNMP AMH|A ZEQ| Open 0F 221
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Al =
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3 SNMPE 0|&dll =2 =& 0alJ|

® SNMP A7{LS}7|
= nmapZ Community String 324
nmap - sU - p 161 - - script= snmp- brute 192.168.0.1

oot@ubuntu-14:/# nmap -sU -p 161 --script=snmp-brute 192.168.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2016-07-09 19:49 KST
Nmap scan report for 192.168.8.1

Host is up (0.80027s latency).

PORT STATE SERVICE

161 /udp open|filtered snmp

| snmp-brute:

| _ public - valid credentials

MAC Address: 00:16:D3:CA:85:67 (Wistron)

Nmap done: 1 IP address (1 host up) scanned in 1.28 seconds
root@ubuntu-14: /# l

12 5-37 NMAPZ S5l SNMP Community String 224

IT C®2KBOOK
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4l& 5-3 SNMPE 0|0 38 &6t
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® SNMP A7} 57|
snmpwalk - v 1 - ¢ public 192.168.0.1 1.3.6.1.2.1.1

root@ubuntu-14: /home/wishfree/TEST

oot@ubuntu-14: /home /wishfree/TEST# snmpwalk -v 1 -c public 192.168.0.1 1.3.6.1.
2.1.1

150.3.6.1.2.1.1.1.0 = STRING: "Hardware: Intelé64 Family 6 Model 58 Stepping 9 AT
/AT COMPATIBLE - Software: Windows Version 6.3 (Build 9600 Multiprocessor Free)"
is0.3.6.1.2.1.1.2.0 = 0ID: iso.3.6.1.4.1.311.1.1.3.1.2

150.3.6.1.2.1.1.3.0 = Timeticks: (476129) 1:19:21.29

is0.3.6.1.2.1.1.4.6 = ""

i50.3.6.1.2.1.1.5.0 = STRING: "WISHFREE_W512"

iso0.3.6.1.2.1.1.6.6 = ""

1{50.3.6.1.2.1.1.7.0 = INTEGER: 76

root@ubuntu-14: /home/wishfree/TEST# I

1121 5-38 snmpwalk A7H
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® SNMP AF|uls}7|

“ SNMPZ 22 4 Q= ME(JAZS A|A

System MIB : @A E 0|5, AX| &l 2EKH|A| I:HI-I OpX|2t HE| A|ZH £
Interfaces : =2|M Q| QI O|AQl 2 J,*(Loopback)"f AKX O o] A
2QX|o| B Cr==2o| QIE I O] 20 CHSt At S StLH 2= 2olgh = S
Shared Printers : 39 = T2l =29l

Services : AZHSH A|AEIO|M S83}T Y= AHA 22 3l

Accounts : Afﬂ A™E =20l

Shares : &5 A& =9l

TCP/IP Networks AALZ HEQT 55 =92l

Routes : A|AHIO| } ';::! H|o| £ =tol
UDP Services : X| 1 = UDP AMH|A =HOl

TCP Connections : A ._H6,_F AAHEIO| S| TCP MM 9l TEE

—
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